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1 Introduction

The Centralized Conference Control Protocol (C3P) activates, modifies, deactivates, and controls
conference s. This protocol specifies extensions to the general conferencing framework described in
RFC4353] . It also defines extensions to the Session Initiation Protocol (SIP) conference state event
package. Furthermore, this document describes how the client can be invoked to join a conference via
a web browser interface using the conferencing join web URL, which is also referred to as a Simple
Join. The protocols defined in the document are used by SIP clients and servers to support
conferencing scenarios.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.
1.1 Glossary
This document uses the follow  ing terms:
200 OK : A response to indicate that the request has succeeded.
202 Accepted : A response that indicates that a request was accepted for processing.
403 Forbidden  : Aresponse that indicates that a protocol server understood but denies a request.

ActiveX control : A reusable software control, such as a check box or button; that uses ActiveX
technology and provides options to users or runs macros.or scripts that automate a task. See
also ActiveX object.

Audio/Video Multipoint Control Unit (AVMCU) »A Multipoint Control Unit (MCU) that
supports audio -video (AV) conferencing.

Best Effort NOTIFY (BENOTIFY) Al Session Initiation Proto col (SIP)  method that is used to
send notifications to a subscriber, as described in MS -SIP] . Unlike the NOTIFY method, the
BENOTIFY method does not require the recipient of the requestto senda  SIP response

conference : A Real -Time Transport Protocol (RTP) session that includes more than one

participant

conference control command : See conference control request

conference controlrequest : A request that is sent by a conference client to modify a conference
or the state of a conference particip ant.

conference store : A database that stores all of the conference -related information for an

organization.

conference URI (conference -URI) : A Session Initiation Protocol (SIP) URI that uniquely
identifies the focus of a conference.

Content -Type header : A message header field whose value describes the type of data that is i
the body of the message.

dialog : A peer -to-peer Session Initiation Protocol (SIP) relationship that exists between two

user agents and persists for a period of time. A dialog is established by SIP messages , such as

a 2xx response to an INVITE request, and is identified by a call identifier, a local tag, and a
remote tag.

endpoint : A device that is connected to a computer network.
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end point identifier (EPID) : A unique identifier of a Session Initiation Protocol (SIP) endpoint . It
is formed by combining the value of an epid parameter in a From or To header field with the
addre ss-of-record in the corresponding header field.

event package : A specification that defines a set of state information to be reported by a notifying
Session Initiation Protocol (SIP) clienttoa subscriber. An event package also defines
further syntax and semantics based on the framework that is required to convey such state
information.

final response  : A Session Initiation Protocol (SIP) response that terminates an SIP transaction. All
2xx, 3xX, 4xx, bxx, and 6xx responses are final.

first -party request : A conference control request that modifies the state of the sending
participant only.

focus : A single user agent that maintains a dialog and Session Initiation Pretocol (SIP)
signaling relationship with each participant , implements conference policies, and ensures that
each participant receives the media that comprise the tightly coupled co nference

Focus Factory : A component that is responsible for creating, managing; and deleting conferences.

fully qualified domain name (FQDN) : An unambiguous domain name that gives an absolute
location in the Domain Name System's (DNS) hierarchy tree, as d efined.in [RFEC1035] section
3.1and [RFC2181] section11.

Globally Routable User Agent URI (GRUU) :A URI thatidentifies a user agent and is globally
routable. A URI possesses a GRUU property if it is useable by any user agent client (UAC)
that is connected  to the Internet, routable to a specific user agent instance, and long -lived.

globally unique identifier (GUID) : A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[REC4122] or [C706] must be used for generating the GUID . See also universally unique
identifier (UUID).

Hypertext Transfer Prot ocol (HTTP) . An application -level protocol for distributed, collaborative,
hypermedia information.systems (text, graphic images, sound, video, and other multimedia
files) on the World Wide Web.

Hypertext Transfer Protocol'Secure (HTTPS) : An extension of HT TP that securely encrypts and
decrypts web /page requests. In'some older protocols, "Hypertext Transfer Protocol over Secure
Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information,
see [SSL3] ‘and [REC5246] .

IM MCU : A Multipoint.Control Unit (MCU) that supports Instant Messaging (I M) conferencing.

in - band provisioning : A process in which a protocol client obtains configuration information from
a protocol server.

Internet Protocol version 4 (IPv4) : An Internet protocol that has 32 - bit source and destination
addresses. IPv4 is the pre  decessor of IPv6.

Internet Protocol version 6 (IPv6) : A revised version of the Internet Protocol (IP) designed to
address growth on the Internet. Improvements include a 128 -bit IP address size, expanded
routing capabilities, and support for authentication and privacy.

INVITE : A Session Initiation Protocol (SIP) method that is used to invite a user or a service to
participate in a session.
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lobby : A collection of objects that contains data about o ne or more participants who are waiting for
the organizer or a presenter in a conference to admit participants to the conference.

MCU -Conference -URI : A literal that specifies a URI that can be used to access conferencing
services in the context of a Multipoint Control Unit (MCU)

MCU -Type : A literal that identifies all of the media types, such as audio -video, that are supported
by a Multipoint Control Unit (MCU)

mixer : An intermediate system that receives a set of media streams of the same type, combines
the mediainatype -specific manner, and redistributes the result to each participant

Multipoint Control Unit (MCU) :Aserver endpoint that offers mixing services for multiparty,
multiuser conferencing. An MCU typically supports one or more media types, such a s audio,
video, and data.

notification  : A process in which a subscribing Session Initiation Protocol (SIP) clientis
notified of the state of a subscribed resource by sending a NOTIFY message to the subscriber.

NOTIFY : A method that is used to notify a Session Initiation Protocel (SIP) client that an
event requested by an earlier SUBSCRIBE method has occurred. The notification optional ly

provides details about the event.
organizer : The owner or creator of a meeting or appointment.

participant  : A user who is participating in a conference " or peer -to-peer call, or the object tha tis
used to represent that user.

public switched telephone network (PSTN) : Public switched telephone network is the voice -
oriented public switched telephone network. It/is circuit -switched, as opposed to the packet -
switched networks.

SERVICE : A method tha tis defined by Session Initiation Protocol (SIP) extensions and is used
by an SIP client to request a service from a server.

Session Description Protocol (SDP) : A'protocol that is used for sess ion announcement, session
invitation, and other forms of multimedia session initiation. For more information see MS - SDP

and [RFC3264].

Session Initiation Protocol (SIP) »An app lication -layer control (signaling) protocol for creating,
modifying, and terminating sessions with one or more participants. SIP is definedin [RFC3261] .

SIP message - i The data that is.exchanged between Session Initiation Protocol (SIP) elements
as-part of the protocol. An'S IP message is either a request or a response.

SIP request | : A Session Initiation Protocol (SIP) message that is sent from a user agen t
client (UAC) toa wuser agent server (UAS) to call a specific operation.

SIP response : A Session Initiation Protocol (SIP) message thatis sentfroma  user agent
server(UAS) to a user agent client (UAC) to indicate the status of a request from the UAC
to the UAS .

SUBSCRIBE : A Session Initiation Protocol (SIP) method that is used to request asynchronous

notification of an event or a set of events at a later time.

subscription  : The result of a SUBSCRIBE  request froma Session Initiation Protocol (SIP)
element.

third -party request : A conference control request that modifies the state of participants other
than the participant who sent the request.
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Transmission Control Protocol (TCP) : A protocol used with the Internet Protocol (IP) to send
data in the form of message units between computers over the Internet. TCP handles keeping
track o fthe individual units of data (called packets) that a message is divided into for efficient
routing through the Internet.

Transport Layer Security (TLS) : A security protocol that supports confidentiality and integrity of
messages in client and server appl ications communicating over open networks. TLS supports
server and, optionally, client authentication by using X.509 certificates (as specified in X509] ).

TLS is standardized in the IETF TLS working group.

Uniform Resource Ildentifier (URI) . A string that identifies a resource. The URI is an addressing
mechanism defined in Internet Engineering Task Force (IETF) Uniform Resource Identifier (URI):
Generic Syntax [RFC3986] .

Uniform  Resource Locator (URL) : A string of characters in a standardized format that identifies
a document or resource on the World Wide Web. The format is as specified in RFC1738] .

user agent clien t (UAC) : Alogical entity that creates a new request, and then uses the client
transaction state machinery to send it. The role of UAC lasts only for the duration.of that
transaction. In otherw  ords, if a piece of software initiates a request, it acts'as a UAC for the
duration of that transaction. If it receives a request later, it assumes the roleof a user agent
server (UAS) for the processing of that transaction.

user agent server (UAS) : A logical entity that generates a response to.a Session Initiation
Protocol  (SIP) request. The response either accepts, rejects, or redirects the request. The role
of the UAS lasts only for the duration of that transaction. If a process responds to a request, it
acts as a UAS for that transaction. If it initiates a request later, it assumes the role of a user
agent client (UAC) for that transaction.

UTF-8: A byte -oriented standard for encoding Unicode characters, defined in the Unicode standard.
Unless specified otherwi  se, this term refers to the UTF -8 encoding form specified in
[UNICODES5.0.0/2007] __ section 3.9.

X.509 : AnITU -T standard for public key infrastructure subsequently adapted by the IETF, as
specified in  [REC3280] .

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119] . All s tatements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the

most recently published version of the referenced document. However, because individual documents
in the'library are not updated at the same time, the sect ion numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata .

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com . We will
assist yo u in finding the relevant information.

[MS - CONFAV] Microsoft Corporation, "  Centralized Conference Control Protocol: Audio -Video
Extensions ".

[MS - CONFPRO] Microsoft Corporatio  n, " Centralized Conference Control Protocol: Provisioning

[MS - CONMGMT] Microsoft Corporation, " Connection Management Protocol
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%5bMS-CONMGMT%5d.pdf#Section_9f6ebbf090004dc886cdebfe22467cbf

[MS - OCER] Microsoft Corporation, "  Client Error Reporting Protocol "

[MS - PSOM] Microsoft Corporation, "  PSOM Shared Object Messaging Protocol "

[MS - SIPAE] Microsoft Corporation, " Session Initiation Protocol (SIP) Authentication Extensions
[MS - SIPRE] Microsoft Corporation, "  Session Initiation Protocol (SIP) Routing Extensions
[MS - SIP] Microsoft Corporation, " Session Initiation Protocol Extensions "

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://ww __ w.rfc -editor.org/rfc/rfc2119.txt

[RFC2976] Donovan, S., "The SIP INFO Method", RFC 2976, October 2000, http://wwwerfc =
editor.org/rfc/rfc2976.txt

[RFC3261] Rosenberg, J., Schulzrinne, H., Cam arillo, G., Johnston, A., Peterson, J., Sparks, R.,
Handley, M., and Schooler, E., "SIP: Session Initiation Protocol", RFC 3261, June 2002,
http://www.ietf.org/rfc/rfc3261.txt

[RFC3265] Roach , A. B., "Session Initiation Protocol (SIP) - Specific Event Notification", RFC 3265, June
2002, http://www.ietf.org/rfc/rfc3265.txt

[RFC3280] Housley, R., Polk, W., Ford, W., and Solo, D., "In ternet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile", RFC 3280, April 2002,
http://www.ietf.org/rfc/rfc3280.txt

[RFC3311] Rosenberg, J., "The Session Initiation Protocol (SIP) UPDATE Method", RFC 3311,
September 2002,  http://www.rfc  -editor.org/rfc/rfe3311.txt

[RFC3629] Yergeau, F., "UTF -8, A Transform ation Format of ISO 10646", STD 63, RFC 3629,
November 2003,  http://www.ietf.org/rfc/rfc3629.txt

[RFC4028] Donovan, S., and Rosenberg, J., "Session Timers in the Session Initiation Protocol ( SIP)",
RFC 4028, April 2005, http://maww.rfc  -editor.org/fc/ric4028.txt

[RFC4353] Rosenberg, J., "A Framework for Conferencing with the Session Initiation Protocol (SIP)",
RFC 4353, February 2006, http://www.rfc - editor.org/rfc/rfc4353.ixt

[RFC4575] Rosenberg, J., Schulzrinne, H., and Levin, O., "A Session Initiation Protocol (SIP) Event
Package for Conference State", RFC 4575, A ugust 2006, http://www.rfc __-editor.org/rfc/rfc4575.txt

[XML10] World Wide Web Consortium, "Extensible Markup Language (XML) 1.0 (Third Edition)",
February 2004, . http://iwvww.w3.0rg/TR/2004/REC -xml -20040204/

1.2.2  Informative References

[[ETFDRAFT -SIPSOAP-00] Deason, N., "SIP and SOAP", draft -deason -sip-soap -00, June 30 2000,
http://www.softarmor.com/wgdb/docs/draft -deason -sip-soap -00.txt
[MS - SIPREGE] Microsoft Corporation, "  Session Initiation Protocol (SIP) Registration Extensions

[RFC3264] Rosenberg, J., and Schulzrinne, H., "An Offer/Answer Model with the Session Description
Protocol (SDP)", RFC 3264, June 2002, ht tp://www.rfc - editor.org/rfc/rfc3264.txt

[RFC3325] Jennings, C., Peterson, J., and Watson, M., "Private Extensions to the Session Initiation
Protocol (SIP) for Asserted Identity within Trusted Networks", RFC 3325, November 2002,
http://www.rfc - editor.org/rfc/rfc3325.txt
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https://go.microsoft.com/fwlink/?LinkId=90317
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https://go.microsoft.com/fwlink/?LinkId=114239
https://go.microsoft.com/fwlink/?LinkId=90439
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https://go.microsoft.com/fwlink/?LinkId=114250
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https://go.microsoft.com/fwlink/?LinkId=114231
https://go.microsoft.com/fwlink/?LinkId=114232

[RFC4579] Johnston, A., and Levin, O., "Session Initiation Protocol (SIP) Call Control - Conferencing
for User Agents", BCP 119, RFC 4579, August 2006, http://www.rfc - editor.org/rfc/rfc4579.txt

1.3  Overview

1.3.1  Architecture and Background

The conferencing system defined in this document extends the tightly coupled conference
architecture described in RFC4353] by incorporating the following:

A Support for multiple occurrences of a Multipoint Control Unit (MCU) , as opposed to plain
mixers ,to participate in a conference and provide richer control and media conferencing services.
MCUs maintain and publish conference state to the focus using the conference.data model
described in [REC4575] .

A Aconference -provisioning component called the Focus Factory , which is used to create, delete,
modify, and query conferen ce information. Conference provisioning is described in MS -
CONFPROQO].

A Implementation of the conference policy and notification services described in [RFC4353] and

performance of various runtime conference management tasks, such-as conference activation and
deactivation, allocating and managing MCUs, and performing conference roster aggregation. The

focus notificatio n service implements the conference event package notifications described in
[RFC4575].

Conference state is the current participant roster and status and configuration of all individual
conferen ce components in the collection of components in.a conference. Conference state is
encapsulated by a full conference state event package, as defined in section 2222 .

Simple Join is made possibl e by the Join Manager. The Join Manager is responsible for parsing the
conferencing joinweb  Uniform Resource locator (URL) and determining the  conference URI
(conference  -URI) thatis required by the client to join the conference. Join Manager is also

responsible for detecting the presence of the client and starting it.

This architecture and the inter -component protocols are shown in t he following figure. Note that this is
just one possible way of implementing a conferencing system. It is used to illustrate the protocol for

readability purposes. Implementers.can adopt other architectures, as long as they keep the external

protocol consi stent with this specification.
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Figure 1: Conferencing architecture

In the preceding figure, the client uses the Focus Factory to schedule a conference. During conference

creation, the client supplies the conference metadata and t he modalities of interest. Each modality in
turn is comprised of several media types, such as meeting, audio, video, and chat. The conference -
URI and other metadata for the created conference are returned by the Focus Factory to the client.

This architectu re assumes a common shared conference store between the Focus Factory and the
focus.

The client then joins a conference by communicating with the focus. At conference startup, the focus
retrieve s the conference metadata from the conference store and then bootstraps all of the MCUs
needed for the conference. It then admits the participant into the conference and notifies all watchers

of conference state changes. The client can then perform various conference control operations
through the focus.

After an MCU is bootstrapped, it publishes its initial state and capabilities through the conference
roster. Participants discover the MCUs through the conference roster and can then join the MCUs of
intere st by sending the appropriate command to the focus. After a participant joins the MCU, it can
exchange media with the MCU, as well as perform appropriate media control. Unlike mixers, described

in [RFC4353], MCUs in the conferencing system defined by this specification are capable of receiving
conference control commands from the focus and performing changes to the conference state.
Each MCU maintains its conference state, and publishes it to the focus through the general conference

notification mechanism described in [RFC4575].

17 | 249

[MS -CONFBAS] - v20180427

Centralized Conference Control Protocol: Basic Architecture an d Signaling
Copyright © 2018 Microsoft Corporation

Release: April 27, 2018



The focus aggregates the conference state received from the MCUs with the conference state that it
maintains into a single conference document and publishes it to its watchers. This is an extension to
the specifications in both [RFC4575] and [RFC4353].

Not e that the client entity can be one or more clients. In addition to the organizer  of the conference,
whose joining sequence is described earlier, other users who request to participate in the co nference
can do so via Simple Join. When the user clicks on the conferencing join web URL, Join Manager

receives the request. Upon receipt of the request, Join Manager parses the conferencing join web URL

and returns a scriptin a Hypertext Transfer Protocol (HTTP) response that contains logic and
contents of an XML document embedded with the conference -URI. The logic in the script is to
enumerate the candidate applications installed on the clien t computer, create the XML document in

the appropriate location with an appropriate extension, and pick one of the client applications to be
bootstrapped with the conference document to join the meeting.

1.3.2 End -to - End Call Flow Overview

This section describes a basic end  -to-end call flow of the signaling steps involved in establishing a
conference
The following figure shows a typical call flow for es tablishing a conference.
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Figure 2: Conference signaling call flow

The call flow in the preceding figure is explained in this section. It is useful to note the following:

A The client entity can be one or more clients participating in a conference, including the organizer
of the conference.

A The Focus Factory  andthe focus can be collocated. They are shown as distinct entities for
readability.

A The MCU entity can be one or more MCUs servicing the conference. The focus and the MCU can be
colloc ated. They are shown as distinct entities for readability.
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Unless otherwise specified, the following steps are temporally correlated.

Step 1: The organizer contacts the Focus Factory to provision a new conference. The provisioning
protocol is described in MS - CONFPROQ]. The client obtains its Focus Factory Uniform Resource
Identifier (URI) using in -band provisioning , as described in  [MS - SIPREGE]. At the end of this
step, the clienthasa  conference -URI and associated provisioning data, such as the conference
subject and conference  expiration time.

Step 2: The client joins the conference by sending a signaling request to the focus. At the end of this
step, the client gets a response from the focus that it has joined this conference.

Step 3: A conference is activated in the focus when the first client joins the conference. As part of this
process, the focus bootstraps the MCUs needed for the conference. On successful bootstrap, the MCUs

notify the focus of the initial conference state. Note that step 3 does not have temporal correlation

with step 2, butis a prerequisite for step 4.

Step 4: The client subscribes to the conference roster, after which it can receive all the conference
state change notifications. At the end of this step, the client receives the first full conference state
document, with which it can construct an initial conference state.

Step 5:  The client joins one or more MCUs available in the conference. This step.nvolves signaling

and media handshakes that are MCU -specific. This signaling step involves sending a Session
Initiation Protocol (SIP) INVITE to the MCU and then negotiating media. At the end of this step,
the MCU notifies the focus that the user has joined the M CU, which in turn is propagated to all
watchers.

Step 6:  The client performs various conference control operations. Examples of conference control
include locking a conference, ejecting users, promoting users, and muting a user's media. Conference
control can span multiple components, such as MCUs and the focus. This step can also result in state
change notifications  , which are sent to all watchers.

Step 7:  The conference ends and the client.leav es the MCU by performing an appropriate MCU -
specific signaling handshake. The MCU notifies the focus that the user has left and this, in turn, is
propagated to all watchers. At this point,the client could still' be part of the conference, but is not

partic ipating in the media types represented by the MCU.

Step 8: The client leaves the conference completely by sending a signaling request to the focus. At
this point, the client is no longerpart of the conference.

Step 9:  The organizer sends a request to the Focus Factory to de - provision the conference.

1.3.3 Inter -Component Protocols

The protocols used between the client and the server components are given in the following
subsections.

1.3.3.1 Browser to Join Manager

To enable Simple Join, the Join Manager returns a JavaScript script in a Hypertext Transfer
Protocol (HTTP) response that will detect the presence of the client. The script runs at the client end
in the browser and detects and selects the appropriate client to launch.

This script makes use of the protocol handler d etection APIs provided for this purpose. Using these
APIs, the appropriate client is launched. The client then makes a separate web request to the Join
Manager to get the required data to join the meeting.

When such APIs are not available, the script will perform the detection and launch the client with the
help of an ActiveX control or a Firefox plug -in. The ActiveX control or Firefox plug -in creates a

20 / 249

[MS -CONFBAS] - v20180427

Centralized Conference Control Protocol: Basic Architecture an d Signaling
Copyright © 2018 Microsoft Corporation

Release: April 27, 2018


%5bMS-CONFPRO%5d.pdf#Section_ec4a362666f942708adc5f81f7fdad8a
%5bMS-SIPREGE%5d.pdf#Section_21acf797984c48ce97e3c7df5c776b3d

document with a pre  -defined schemathatis  provided by the script, and the shell executes the
document to launch the appropriate client.

1.3.3.2 Client to Focus Factory

The client uses the application/cccp+xml document format to exchange conference  provisioning
commands with the  Focus Factory . The Session Initiation Protocol (SIP) SERVICE method is
used as the carrier protocol for these documents, as described in [IETFDRAFT -SIPSOAP-00] .

1.3.3.3 Client to Focus

The client extends the procedure s described in [RFC4353] to communicate with the focus

Specifically, it establishes an INVITE dialog with the focus and then uses the application/ccep+xml
document format to exchange conference con  trol commands with the focus. The  Session
Initiation Protocol (SIP) INFO method is used as the carrier protocol for these documents.

The client establishesa  SUBSCRIBE dialog with the focus and then uses the.conference event
package to receive conference notifications, as described in RFC4575] .

1.3.4  Scope of this document

This specification defines extensions to the conference event package data model described in
RFEC4575] to support the architecture described earlier<These documents are also referred to as
application/conference  -info+xml documents.

This specification defines the Centralized Conference C ontrol Protocol (C3P), which can be used to
exchange conference control commands between various conferencing entities. These are also
referred to as application/cccp+xml documents.

This specifi cation also defines the mechanism for using Session Initiation Protocol (SIP) as the
carrier protocol for C3P commands between clients and the focus .

Additionally, this specification defines the roster aggregation algorithm used by the focus to aggregate
the conference state published by multiple MCUs. in the conference.

This specification treats the focus and the MCUs as one homogeneous "server" entity as it is presented

to the client. The protocol used between the focus and the MCUs to exchange messages, if they are

not collocated, is outside the scope of this specification. However, there are some inter -component
protocol behaviors that all implementations are required to adhere to so that a holistic behavior can be
presented to the client. These behaviors are specified in this document.

Extensions to this specification can specify the protocol used between the client and the MCUs for
negotiating media sessions.
1.4 Relationship to Other Protocols

This protocol depends on the Ses sion Initiation Protocol (SIP) . It defines additional SIP message
body formats and XML schemas to support the protocols defined in this document. This protocol also
depends onthe conference  event package data model described in RFC4575] and defines
extensions to it.

15 Prerequisites/Preconditions

This protocol assumes that both the clients and the server support SIP , and that they implement the
extensions specified in the following extension specifications, as need ed:

A Session Initiation Protocol Extensions MS -SIP
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A Session Initiation Protocol Routing Extensions MS - SIPRE

This protocol assumes that conferences are provisioned using the protocol described in MS -

CONFPROQ].

1.6  Applicability Statement

This protocol i s applicable when clients and the server support SIP and intend to use one or more
features of the conferencing functionality defined by this protocol.

1.7  Versioning and Capability Negotiation

This protocol uses the  C3PVersion attribute to indicate the version of the Centralized Conference
Control Protocol messages. The currently defined protocol version is "1".

Explicit capability negotiation can be done for these messages using standard SIP -based mechanisms,
such asthe SIP Supported header.

1.8 Vendor -Extensible Fields

None.

1.9 Standards Assignments

None.
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2 Messages

2.1  Transport

This protocol supports  In ternet Protocol version 4 (IPv4) [/ Internet Protocol version 6
(IPv6) <1> .

2.1.1 HTTP Transport

Simple Joinuses HTTP and HTTPS transport.

2.1.2 SIP Transport

This specification does not introduce a new transport to exchange messages but is capable of being
used with  Transmission Control Protocol (TCP) and Transport Layer Security (TLS) as
transports for  SIP .

2.2 Message Syntax

This conferencing specification does not introduce a new mess age format for = SIP . ltreliesonthe  SIP
message format specified in RFC3261] section 7, the authentication extensions defined in [MS -
SIPAE] , the routing protocol extensions defined in [MS - SIPRE], and the connection management

protocol defined in ~ [MS - CONMGMT].

Conferencing m essages defined by this specification‘€an be categorized as follows:

A Signaling messages exchanged between the client and the focus for conference  signaling dialog
establishment or teardown.

A Subscription messages exchanged between the client and the focus for conference subscription
dialog establishment or teardown.

A Notification messages from the focus to the client containing C3P request and response
documents.

A Messages exchanged/between the focus and the client that update the conference roster.

A Control messages exchanged between the client and the focus or MCUs , or both, for the purposes
of conference_control.

A HTTP messages exchanged between the focus and the client that enable the cli ent to communicate

with the Join Manager.

These message formats are discussed in subsequent sections.
2.2.1 Focus Signaling Messages

2211 Common Signaling Header Formats

The following common header formats and rules are applicable to all of the messages defined in this
section.

The requests and responses SHOULD contain authentication headers, as defined in MS - SIPAE] .

The Content -Type header field MUST be set to "application/cccp+xml".
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The content body MUST conform to the request or respo nse format defined in section 22212 .

The ms -keep -alive header is optional. If specified, follow the specifications in [MS - CONMGMT].

Unless specified otherwise in the following sections, all unknown headers SHOULD be ignored by the
processing entities.

2.21.2 Signaling Dialog Establishment Message

The INVITE request is used by a participant to establish a dialog withthe focus .lItreliesonthe  SIP
message formats specified in RFC3261] section 7.1. The sender is a user agent client (UAC) , as

defined in [RFC3261] section 6.

The SIP Uniform Resource Identifier (URI) inthe To header field of the request MUST be set to
the conference -URI .

The client MUST add a valid Contact header that can be used as the remote target URI of the SIP
dialog route set, as specified in [RFC3261] section 12.

A Supported  header field with the option tag timer is optional in INVITE reguests and, if specified,
follows the sp ecifications in [REC4028] section 7.1. The Session -Expires’ header field SHOULD be
present in requests.

The body of the request MUST be set to either a C3P addUser Request Body for a focus IN  VITE
request, as specified in section 2.2.3.3 ,oraC3P endorseUser . Request Body for a focus INVITE
request, as specified in section 2235 .<2>

The body of the response MUST be set to either a C3P. addUser Response Body for a focus INVITE
response, as specified in section 2.2.3.4 ,ora C3P endorseUser. Response Body for a focus INVITE
response, as specified in section 2.2.36 .<3>

The 200 OK response to INVITE requests MUST have a valid Contact header that can be used as the
remote target URI of the SIP dialog route set, as specified in [RFC3261] section 12. It SHOULD have
the isfocus feature parameter; as described in RFC4579] section 4.

The INVITE response MUST contain an Allow header that lists the SIP verbs supported by the focus.
This list consists of INVITE, ACK, BYE, CANCEL, UPDATE, and INFO.

Require headers can be present in.the request.

2.2.1.3 Signaling Dialog Update Message

The UPDATE requestis used to ext end a dialog . This request relies on the SIP  UPDATE message
format defined in REC3311] section 5.1.

The message body MUST be empty for both requests and responses.
The Supported header field with the option tag timer MUST be present in the request.

Require headers MAY be present in the request.

2.2.14 Signaling Dialog Teardown Message

The BYE request is used to tear down a dialog . This request relies on the SIP message  formats
specified in [RFEC3261] section 7.1. The sender is a UAC, as defined in [RFC3261] section 6.

The BYE response is used to respond to a BYE request. It relies on the SIP message formats specified
in [RFC3261] section 7.2.
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The message body SHOULD be empty for both request s and responses.

Require headers MAY be present in the request.

2.2.1.5 Conference Control Messages

INFO SIP requests and responses are used to exchange conference control messages. These
messages rely onthe  SIP message  formats specified in RFEC2976] section 2. Unless otherwise
specified, these INFO messages are exchanged within the INVITE dialog specified previously.

The INFO request MUST contain a valid request message body as defined in section 2.2.2.12 .

A body MUST be present for INFO responses. If a body is present, it MUST be a valid response body,
as defined in section 2.2.2.12.

Require headers MAY be present in the INFO request or response.

2.2.2  Focus Subscription Messages

The focus subscription dialog SHOULD follow the conference event package dialog establishment
procedures described in RFC4575] section 3.

2.2.2.1  Subscription Establishment Messages

Subscription establishment SHOULD use the SUBSCRIBE. requestandr esponse definedin [RFC3265
section 3.1.4 with the conference event package defined in [RFEC4575] section 3.

The SIP URI inthe To header field of the request MUST be set to the conference -URI .

The client MUST add a valid  Contact header that can be used as the remote target URI of a SIP
dialog route set, as specified in [RFC3261] section12.

The following extensions are specified for SUBSCRIBE requests:

A The Accept header, if present, SHOULD be populated with a value of "application/conference -
info+xml". Another Accept header SHOULD NOT be present.

A The Supported header field with the option tag ms -benotify  can be present. If present, it
SHOULD follow the | Best Effort NOTIFY (BENOTIFY) extensions defined in MS -SIP] .

A The Supported/ header field with the option tag ms -piggyback -first -notify SHOULD be present.
If present, it SHOULD follow the piggyback notification mechanism defined in [MS  -SIP].

A _Require headers MAY be present in the request.

A The ms -telemetry -id header SHOULD <4> be presenti n the request and provides the server with
an identifier to report telemetry data against the established conference subscription dialog. The
recommended format for this header is the same as that for the telemetry -id attribute defined in
section 2.2.3.1.2 .

2.2.2.2 Extensions to the application/conference -info+xml Document Format

The application/conference  -info+xml document format, as specified in RFC4575] section 5, specifies

the data model fora  conference . This specification extends the conference data model with additional
elements.
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All of the extension elements that are used in messages defined by this specification are defined
subsequently. Extensions to this document can define the semantics of other elements and attributes
on which they depend. They can also introduce new extensions to this data model.

The cardinality of each extension element is specified in the XML schema using standard minOccurs
and maxOccurs  XSD conventions. Similarly, the cardinality of each extension attribute is specified in

the XML schema using standard "required” or "optional” attribute values. Similarly, the namespace of

each extension attribute or element is specified in the X ML schema using standard conventions and is
omitted here for brevity. The conference -description element is defined in the XML schema in
section 6.3.1 .

Requests and responses can further restrict this data model. Any such restrictions are specified by
their message syntaxes as needed.

The following is the data model hierarchy for a conference. Elements in the data model are/identified
by the following markings:

A Extensions added by this protocol are marked with a plus sign (+).

A Elements marked with an asterisk (*) SHOULD NOT be used in conferencing commands or
notifications because they are not used by the conferencing system.

>

Elements mar ked with a hyphen (  -) have additional semantics beyond those defined in [RFC4575]
section 5.

A Elements marked with a bang (!) SHOULD NOT be used in conferencing commands. The
Conferencing Server will fail the request if the element is specified.

-- conference - description
| -display -text(¥)

| - subject

| -free -text(*)

| - keywords (*)

| -conf-uris( -)

| -service -uris(¥)

| - maximum- user - count (*)

| -available - media (*)

| -disclaim er(+)

| - organizer (!)

| -conference -id (+)

| -conference -key (+)

| -last -update (+)

| -last -activate (+)

| -is -active (+)

| -expiry -time (+)

| -admission - policy (+)

| -organizer -roaming -data (+)
| - notification - data (+)

| - pstn - access (+)

| -lobby - capable (+)

| -anonymous - type - allowed (+)

| -join -url(+)

| - autopromote (+)

| -autopromote - allowed (+)

| - pstn -lobby - bypass (+)

| - pstn -lobby - bypass - allowed (+)
| -disclaimer - title (+)

| -recording - allowed (+)

| -externaluser -recording - allowed (+)
| -server -mode (+)

| -recording - notification (+)

| - custom -invite (+)

| -anonymous- dialout - allowed (+)
| -endorse -allowed (+)
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| -main-video - mute- allowed (+)

| -pano-video - mute- allowed (+)

| ~-is -large - meeting (+)

| -in -room- user - notification - supported (+)

| -nonenterprise  -user -dialout -allowed( +)

- host -info (¥)
-- conference - state (*)

- users
- user

- display -text

-- associated - aors (*)
- roles( -)

- languages (*)

- cascaded - focus (*)
- endpoint

| -- display -text (*)
| -- referred (*)

| -- status
|
I

-- joining - method
-- joining - info
| -- disconnection - method (¥)
| -- disconnection - info (*)
| -- media
-- display - text
-- type
label
-- src -id
| | -- status
| -- media - ingress - filter (+)
| -- media - egress - filter (+)

| -- call -info
| -- roles (+)
| -- authMethod (+)

-- accessMethod (+)
-- clientinfo (+)
-- post - dial (+)
-- pstnRole (+)
-- pstnLeaderPassCode (+)
endpoint - capabilities (+)
-- is - robot (+)
-- current - sidebar (+)
-- session -on- behalf - of (+)
-- client - recording (+)
-- endpoint - notification (+)
| -- in - room- users (+)

| -- state (+)

| -- user (+)
-- display - text (+)
- auth - method (+)
- entity (+)

-- state (+)

I
I
|
-- sidebars - by- ref (*)
-- sidebars - by-val (*)

-- conference - view (+)
| - entity -view (+)
| - entity - capabilities (+)
| - entity - policy (+)
| - entity - settings (+)
| - entity - state (+)
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2.2.2.3 conference -description Extensions
The following elements are extensions to the conference -description element.

disclaimer : A descriptive string that can be used as a general -purpose disclaimer in the conference
notification document.

organizer.  Specifies the SIP address and display name of the organizer of the conference

conference -key: A case -sensitive alpha -numeric string that MAY be presented by anonymous users.

The semantics of this element are specified in MS - CONFPROQ] section 2.2.1.2.
last -update: Specifies the date and time when the conference wa s created or last modified. The
semantics of this element are specified in [MS -CONFPRO] section 2.2.1.2.

last -activate:  Specifies the date and time when the conference was last activated. The'semantics of
this element are specified in [MS -CONFPRO] section 2.2.1.2.

is -active:  Specifies whether the conference is active at the time this value is set. The semantics of
this element are specified in [MS -CONFPRO] section 2.2.1.2.

expiry -time: Specifies the date and time in UTC after which the conference c an be deleted. The
semantics of this element are specified in [MS -CONFPRO] section 2.2.1.2.
disclaimer -title <5> : A string that can be used as a title for a general - purpose disclaimer in the

conference notification document.

lobby -capable <6> : Specifies whether the conference supports changing the admission policy after
activation by issuing a modifyConferencelLock command, as defined in section 3.6 . The value of this
MUST be "true".

anonymous -type -allowed <7> : Specifies whether the conference supports the anonymous
admission policy. Note that if a conference supports changing the admission policy after activation, it
might not support the anonymous admission policy.

join -url : Specifiesan HTTP or. HTTPS URL that can be used for joining the conference.

autopromote  <8> : The current automatic promotion policy applied to the conference that identifies

who will be promoted to presenter upon being admitted to the conference. The value for this element

is defined by an unsigned integer, as defined in [MS -CONFPRO] section 2.2 .1.2. Each bit represents a
class of users that are automatically promoted. The currently defined values are as follows. The

autopromote value could be set to the combination of the following values:

A "None":0x00000000 (as default)

A “Everyone': 0x80000000 (  bit 31)

A "Company" (Authenticated users): 0x00008000 (bit 15)
New values might be added in future releases.

autopromote  -allowed <9> : The allowed automatic promotion policies that could be applie dto the
conference by a presenter through issuing a modifyConferencelLock command, as defined in section
3.6. The value of this element is defined the same as the autopromote element.

admission -policy : The conference admission policy. Three admission polic ies are defined by this
protocol, as follows:

A closedAuthenticated : Admission to the conference is restricted to the invitees specified by
this organizer . Invitee list creation and modification i s specified in [MS -CONFPRO].
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A openAuthenticated : Admission to the conference is permitted for any authenticated user.
Authentication mechanisms are specified in MS - SIPAE] . This is the default admission policy.
Users authenticated through federation are classified as not authenticated in this context.

A anonymous : Admission to the conference is permitted for any user.

organizer -roaming -data: The semantics of this element are speci fied in [MS -CONFPROQ] section
2.2.1.2.

notification  -data : Conference level notification data that can be specified by the organizer. This is
made available to all participants through conference notification. The semantics of this attribute are
further defi ned in [MS -CONFPRO].

pstn -access : The public switched telephone network (PSTN) access information for the
conference.

pstn -lobby -bypass <10> : Specifies whether PSTN users can bypass the conference lobby.

pstn -lobby -bypass -allowed <11> : Specifies whether the conference could be modified to allow
users joining the confer  ence though the PSTN to bypass the conference lobby. A presenter can change
the current lobby bypass setting by issuing a modifyConferencelLock command, as defined in
section 3.6.

recording -allowed <12> : Specifies whether internal clients can record the conference. This is set by
the administrator.

externaluser  -recording -allowed <13> : Specifies whether external clients can record the
conference. This is set by the administrator. This element is applicable only when the recording -
allowed elementis "TRUE".

server -mode <14 >: Specifies the conference .compatible mode. The supported value is "14". The
conference does support a lobby experience. When the conference is locked, all participants except

the organizer will be put in an on - hold state, and the participants that are on -hold will wait to be
admitted to the conference.

recording -notification  : Specifies whether the server that this conference is hosted on identifies
endpoints that are recording the conference, in the roster document of the conference.

custom -invite : Specif ies meeting invite customization information applicable to the organizer of the
conference. This element MAY contain the following child elements:

A logo -url : An HTTP link to a location where clients can get a logo to render for a customized
meeting invite to the organizer's-conference.

A legal -url : An HTTP link that clients can render for legal information for a customized meeting
invite to the organizer's con ference.

A help -url : An HTTP link that clients can render for help information for a customized meeting invite
to the organizer's conference.

A custom -footer -text : A string value that clients can use to render a custom footer for a
customized meeting invite t o the organizer's conference.

anonymous -dialout -allowed : Specifies whether the meeting organizer's conferencing policy allows
anonymous participants who have joined the conference to add PSTN numbers to the conference using
a dial -out add user requestasd  efined in section 2.2.3.15 .

endorse -allowed : Specifies whether the server hosting the conference allows the use of the
endorseUser  command defined in section 2235 .
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main -video -mute -allowed : Specifies whether the server hosting the conference allows scheduling
conferences that specify hard mute of the main video, defined in MS - CONFAV] section 6.2.

pano -video -mute -allowed : Specifies whether the server hosting the conference allows scheduling
conferences that specify hard mute of the pano video, defined in [MS -CONFAV] section 6.2.

is-large -meeting : Specifies wh ether the conference will run with large meetings optimizations,
defined in [MS -CONFAV] section 6.2.

nonenterprise  -user -dialout -allowed: Specifies whether the meeting organizer's conferencing
policy allows non enterprise who have joined the conference to a dd PSTN numbers to the conference
using a dial -out add user request as defined in section 2.2.3.15
2.2.24 Extensions to conf - uris Element Semantics
Implementations conforming to this protocol MU ST generate and consume the conf -uris element
based on the following extension semantics, in addition to those defined in RFC4575] section 5.3.1:
A An entry element MUST be listed for each MCU in the conference
A An entry element MUST be listed for each alternative conference join URLs .
A This specification specifies the following for the purpose subelement:

A audio -video: An Audio -Video MCU.

A chat: An Instant Messaging MCU.

A meeting: A legacy Web Conferencing/Application Sharing MCU.

A data -conf: A Web Conferencing MCU implementing the protocols specified in MS -
PSOM]<15> .

A phone -conf: A Phone Conferencing MCU.

A applicationsharing : An Application Sharing MCU ~ <16> .

A web -internal: A URL to join the .conference via a web browser interface from inside the

enterprise <17> .

A web -external: < A URL to join the conference via a web browser interface from outside
the enterprise * <18> .

A _The.uri subelementlistsa SIP URI correspondingtoan audio -video , chat , meeting , data -
conf, phone -conf , applicationsharing purpose element.

A The encrypted -uri subelement lists the encrypted URL corresponding to the web -internal or
web' -external purpose element <19> .

Extensions to this document can specify one or more signaling protocols to enable cl ients to join and
access these MCUs.

2.2.25 Extensions to roles Element Semantics

The cardinality of the roles element is constrained to zero or one by this specification. Thus, entities
MUST NOT list more than one role inside the roles elementwhenusedasasub -elementofthe user
element orthe endpoint element.
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2.2.2.6 endpoint Element Extensions

The endpoint  extensions are used to communicate various focus and MCU -specific extension dat  a for
each connected endpoint

The following attributes are defined for each endpoint  element:

A session -type: The entity to which the endpoint  is connected. This attribute MUST be set to the
MCU -Type ifthe endpoint isconnectedtoan MCU. Ifthe endpoint is connected to the focus
itself, it MUST be set to "focus".

A epid: This attribute isan  endpoint identifier (EPID) , If available, as defined in MS -SIPRE] .

A sip -instance:  This attribute is an endpoint SIP instance identifier, if available, as SIP.INSTANCE
endpoint defined in[MS  -SIPRE] section 3.3.3.1 .

A endpoint -uri: A URI that can be used to target messages to the endpoint , if applicable. For
example, this attribute can be a Globally Routable User Agent URI (GRUU) identifying the
endpoint

A refer -to-uri: A URIthat can be used as the request -URI of any outgoing requests generated by
the receiver when processing a C3P request. This attribute MUST be a SIP URI, and MAY include
any SIP headers. Any SIP  headersinthe refer -to -uri attribute SHOULD be propagated to the
outgoing request, suitably encoded, as specified in RFC3261] section 19.1.5.

A asserted -identity:  The asserted identity URIo fan endpoint , as defined in [RFC3325] section 3.
This attribute MUST be a SIP URI.

The following child elements are defined for each endpoint " element:

A roles: Theroles forthe endpoint ,as definedin [REC4575] section 5.6.3. This elementis
optional.

A authMethod: Whether the user is an enterprise user with a value of "enterprise”, an anonymous
user with a value of "anonymous", or a federated user with a value of "federated"”, as determined
by the focus or the MCU. This element is optional.

A accessMethod: Whether the user is connected from within the enterprise with a value of
"internal" or from the public Internet through the ente rprise edge with a value "external”. This
element is optional.

A clientinfo: Various client -specific information. Extensions to this specification can define

additional elements and attributes within the clientinfo  extension and their processing semantics.
A endpoint -capabilities: The capabilities supported by this endpoint . Extensions to this
specification can define the subelements and attributes within this extension and their processing
semantics.
A is-robot : An element that specifies a robot.
A separator:  An e lement indicating a new extension start. All elements after one separator are in
the same extension group.
A session -on-behalf -of: An element containing the URI on behalf of whom the user is joining the

conference <20> . This element MUST be put after the first separator  if it is specified.

A client -recording:  An element to specify if  the endpoint is in recording status. This element
MUST be put after the second separator if it is specified.

A endpoint -notification : An element that is a container for the in -room -users element.
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The in-room -users elementis a container of user elements, ea ch describing a user that is sharing

the current endpoint representing that the user is in the same room. The in -room -users element also
contains a state element which indicates the in -room user list contains the entire list of users with the

value "full".

The following child elements are defined for each user element:

A display -text : display -text , as defined in [RFC4575] section 5.6.1
A auth -method : authMethod |, as defined above.

A entity : entity , as defined in [RFC4575] section 5.6

A state : state ,asdefinedin [RFC4575] section 5.6

The media -ingress -filter elementis defined in MS -CONFAV] section 2.2.2.1.2.1 and the media -
egress -filter elementis definedin[MS  -CONFAV] section 2.2. 2.1.2.2. The post -dial , pstnRole ,
pstnLeaderPassCode , current -sidebar elements are reserved for future use.

2.2.2.7 conference -view Element Extensions

The conference -view extension is used to communicate settings, policies, capabilities, and state
information for the focus andthe MCUs withinthe conference

The conference -view element is a container of entity -view . elements, each describing either an
MCU or the f ocus.

The following attributes are defined for the conference -view element:

A state: Indicates whether the document contains all of the conference -view information, with the
value "full", or only the information that has changed after the previous document, with the value
"partial”.

The following attributes are defined for each entity -view element:

A entity: The URI that identifies the entity being described in the document. The focus MUST be
address ed using the conference. -URI . The MCUs MUST be addressed using the MCU -
Conference -URI .

A state: Indicates whether the document contains the entire entity -view information, with the
value "full", or only.the information that has changed after the previous document, with the value
"partial". The value "deleted" SHOULD be used only if the entity is removed from the conference.

The following - child elements are defined for each entity -view element:

A “entity -capabilities: The capabilities supported by the entity. It MUST NOT be present in
conference control requests . [t SHOULD be presen tin conference notifications

A entity -policy: The policies that need to be applied by the entity for the conference. It can be
present in conference control requests sent to the entity. It MUST NOT be present in conference
notifications.

A entity -settings: The settings that need to be applied by the entity for the conference. It SHOULD
be present in conference creation requests, as specified in MS - CONFPRO] section 2.2.1.5. It can
be present in conference control requests sent to the entity. It MUST NOT be present in
conference notifications.

A entity -state: The current state of the conference within the entity. It MUST NOT be present in
conference control requests sent to the entity. It MUST be present in "full" entity -view
notifications. It SHOULD be present in other entity -view notifications.
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A entity -shared -data: This element is reserved and MUST NOT be present in confe rence control
requests. This represents shared data for MCUs and is opaque to the clients.

The following child elements are defined for each entity -capabiliies  element:
A supported -content -type: supported -content -type , as definedinsection 2.2.2.8 .
Other child elements of  entity -capabilities elements can be specified in extension specifications.

Child elements of entity -policy and entity -settings elements can be specified in extensio n
specifications.

The following child elements are defined for each entity -state element:
A displayText: display -text , as definedin [RFC4575] section 5.6.1.
A userCount: user -count , as defined in [RFC4575] section 5.5.1.

A active: active , as defined in [RFC4575] section 5.5.2.
A locked: locked , as defined in [RFC4575] section 5.5.3.
A data -mcu -state: data -mcu -state , as defined in section = 2.2. 2.9.

A permission -options: permission -options , as defined.in section . 2.2.2.10 .
A permissions: permissions , as defined in section 2.2.2.11 ..

Other elements and attributes can be defined in extension specifications.

2228 supported -content -type ElementExtension

The supported -content -type extension.is used by Web Conferencing MCUs within the conference
to indicate which content types and their corresponding PSOM interfaces are supported by the MCU.
Content types are identified by.string names in accordance with the Package schemadefinedin [MS-

PSOM] section 3.2.4.1.4.2 . AWeb Conferencing MCU SHOULD provide one or more of these elements.
For each supported -content -type element, the Web Conferencing MCU MUST support at least one
version of the PSOM interface corresponding, as per [MS -PSOM], to the content type. If at least one
supported -content -type element is specified, the Web Conferencing MCU MUST NOT support any
version of the PSOM interface corre sponding, as per [MS -PSOM)], to any unspecified content types. If
no supported -content ' -type elements are specified, the Web Conferencing MCU MUST support only

the PSOM interfaces corresponding, as per [MS -PSOM], to the following content types:
A Content.Ppt

A <Content.Whiteboard

A Content:NativeFileOnly

A Content.Poll

2.2.29 data -mcu -state Element Extensions

The data -mcu -state extensionisu sedto communicate state information for Web Conferencing MCUs
within the conference . An MCU SHOULD provide these elements through C 3P, and a client SHOULD

use these values to avoid establishing a PSOM connection when there is no content to be displayed to

the user. If these elements are not present, a client MUST NOT assume they have any particular

default value. For additional detail s about Web Conferencing MCU  -specific concepts, see  [MS -PSOM].

The following child elements are defined for each data -mcu -state element:

33/ 249

[MS -CONFBAS] - v20180427

Centralized Conference Control Protocol: Basic Architecture an d Signaling
Copyright © 2018 Microsoft Corporation

Release: April 27, 2018


https://go.microsoft.com/fwlink/?LinkId=114255
%5bMS-PSOM%5d.pdf#Section_0b9a26bab92e4a71a1ea205c5a0c250c
%5bMS-PSOM%5d.pdf#Section_0b9a26bab92e4a71a1ea205c5a0c250c
%5bMS-PSOM%5d.docx#Section_2ebe2e22e8504bce94a9aafd08df5e34
%5bMS-PSOM%5d.pdf#Section_0b9a26bab92e4a71a1ea205c5a0c250c

A hasContent:  An xs:boolean value that spe cifies whether the Web Conferencing MCU contains
any content for the conference.

A hasContentinMeeting: An xs:boolean  value that is "true" when both of the following conditions
are met: 1) the Web Conferencing MCU contains content for the conference, and 2) the content is
visible to participants other than the organizer

A hasPresentedContent: An xs:boolean  value that is "true" when both of the following conditions
are met: 1) the Web Conferencing MC U contains content for the conference, and 2) the content is

in the "presented"” state.

2.2.2.10 permission - options Element Extensions

The permission -options extension is used to communicate potentially mutable permission values
that affect the availability of various Web Conferencing MCU functionality to specificg  roups of
participants within the conference

The permission -options elementis a container of permission  -optionelements, each describing the
value and mutability of a particular permission for the Web Conferencing MCU in the conference.

The following child elements are defined for each permission -option element:
A name: An xs:string element identifying the permissio n/option.
A value: An xs:string  element describing the current value of the permission option.

>

mutable:  An xs:boolean  element specifying whether the permission option value can be
modified by clients by sending a modifyConference request to the MCU.

The Web Conferencing MCU SHOULD recognize the following permission option names and values. For
additional details about Web Conferencing MCU -specific concepts, see  [MS -PSOM].

>

PptAnnota tionsAllowedPresenter: The value is "true" if the Web Conferencing MCU allows
participants with the role of "Presenter" in the conference to create annotations on PowerPoint

content. Otherwise, the value is "false". If unspecified, the value SHOULD be assu med to be
"false".

A PptAnnotationsAllowedAttendee: The value is "true" if the Web Conferencing MCU allows
participants with the role of "Attendee" in.the conference to create annotations on PowerPoint
content. Otherwise, the value is "false". If unspecified , the value SHOULD be assumed to be
"false".

A AsynchronousBrowsingAllowedPresenter: The value is "true" if the Web Conferencing MCU
allows participants with the role of "Presenter" in the conference to browse content independently
from the active presenter. Otherwise, the value is "false". If unspecified, the value SHOULD be
assumed to be "false".

A AsynchronousBrowsingAllowedAttendee: The value is "true" if the Web Conferencing MCU
allows participants with the role of "Attendee" in the conference to browse content independently
from the active presenter. Otherwise, the value is "false". If unspecified, the value SHOULD be
assumed to be "false".

22211 permissions Element Extensions
The permissions extension is used to communicate static and immutable permission value s which
affect the availability of various Web Conferencing MCU functionality to specific groups of participants

within the conferen ce.
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The permissions element is a container of permission -type elements, each describing the value of
a particular permission for the Web Conferencing MCU in the conference.

The following child -elements are defined for each permission -type element:
A name: An xs:string element identifying the permission option.
A value: An xs:string  element describing the current value of the permission option.

The Web Conferencing MCU SHOULD publish the following permission names and values. For
additional details about Web Con ferencing MCU -specific concepts, see  [MS -PSOM].

A EnableDataCollaboration: The value is "false" if the Web Conferencing MCU will deny any
participant in the conference from using Web Conferencing functionality. Otherwise, the value is
"true”. If unspecified, the value SHOULD be assumed to be "false".

A AllowAnnotations: The value is "false" if the Web Conferencing MCU will deny any participant in
the conference from creating annotations on any type of content. Otherwise, the value is."true". If
unspecified, the value SHOULD be assumed to be "false".

A AllowExternalUsersToSaveContent: The value is "false" if the Web Conferencing MCU will deny
any anonymous or federated participant in the conference from downloading the original binary
file contents for content on the Web Conferencing MCU. Otherwise, the value is "true”. If
unspecified, the value SHOULD be assumed to be "false".

A EnableFileTransfer: The value is "false" if the Web Conferencing MCU will deny any participant in
the conference from downloading the original binary file contents for content on the Web
Conferencing MCU. Otherwi  se the value is "true". If unspecified, the value SHOULD be assumed to
be “false".

A AllowQna: The value is "false" if the Web.Conferencing MCU will deny any participant in the
conference from creating Q&A content. Otherwise, the value is "true". If unspecif ied, the value
SHOULD be assumed to be "false".

A AllowOfficeContent: The value is "false" if the Web Conferencing MCU will deny any participant
in the conference from creating Office content (for example, PowerPoint). Otherwise, the value is
"true". If unsp  ecified, the value SHOULD be assumed to be "false".

22212 application/cccp+xml Document Format

The application/cc  ¢p+xml document format specifies the document format for the Centralized

Conference Control Protocol (C3P), as specified in this protocol. A well -formed C3P document MUST be
valid XML -as specified in XML10] , conformant to the C3P schema defined in section 6.2, and MUST
be encoded using UTF -8, as specified in [REC3629] section 3. The protocol includes requests and
responses.

The cardinality of each extension element is specified in the XML schema using standard minOccurs
and maxOccurs XSD conventions, unless e  xplicitly specified otherwise in the following subsections.

Similarly, the cardinality of each extension attribute is specified in the XML schema using the standard

"required"” attribute value. Similarly, the namespace of each extension attribute or element is specified
in the XML schema using standard conventions and is omitted here for brevity.

Unless otherwise specified, implementations MUST ignore the elements and attributes that are not
necessary for executing a particular command, as specified in secti on 2.2.2.2 .

Unless otherwise specified, implementations MUST ignore extension elements and attributes that they
cannot parse.

Requests and responses can further restrict this data model. Any such restrictions are specified by
their message syntaxes, as needed.
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2.2.3 C3P Request and Response Document Formats

This section specifies the comma nd syntax for the C3P commands supported by the conferencing
system. The supported C3P command set is a subset of the command set defined in the C3P schema.
Each request or response document is carried inside a C3P request or response element, as specified
in section 6.2.

The cardinality of each extension element is specified in the XML schema using standard minOccurs
and maxOccurs XSD conventions, unless explicitly specified otherwise in the follo wing subsections.
Similarly, the cardinality of each extension attribute is specified in the XML schema using the standard

"required" attribute value. Similarly, the namespace of each extension attribute or element is specified

in the XML schema using stan  dard conventions and is omitted here for brevity.

Unless otherwise specified, implementations MUST ignore the elements and attributes that are not
necessary for executing a particular command, as specified in section 2222 .

Unless otherwise specified, implementations MUST ignore extension elements and attributes that they
are not capable of parsing.

2.2.3.1 Requests

2.2.3.1.1 request Element
The request element is the root element of C3P requests. This element has the following attributes:

A requestld : The sender MUST generate a unigue non - negative integer, within its local scope, and
set requestld  tothis value. The requestld  attribute is used to match requests and responses.
Even though requestld is defined asan xs:string - , it MUST be composed of num  eric characters
for decimal digits. In other words, it MUST be composed of the set of characters "0" through "9".

A C3PVersion : Entities compliant with this specification MUST set this to "1".

A from :Thesender's SIP URI". Thisis identical to the URI in the From header field of the  SIP
request that carries the request body.

A to: The target's SIP URI. Unless otherwise specified, this is identical to the conference -URI .

Exactly one conference control'command element MUST be included inside the request element.

This is the case even though the schema supports specifying multiple commands for batching
purposes. Conference.control commands are defined as part of the protocol operation. However, many
common element s'that occur inside most commands are defined subsequently.

2.2.3.1:2  conferenceKeys Element

The conferenceKeys element specifiesa conference inthe contextofa  conference control
command. . This element has the following attributes:

A confEntity.. : Supplies the conference -URI .ItMUSTbea SIP URI .

A Conference  -ld: Supplies the conference identifier, as defined in MS - CONFPROQ]. This attribute is
optional.

A telemetry -id:<21> Supplies an identifier the server can use to report telemetry data related to
the requesting the clientds conf er eiscoptonadandMUsSThemg di al og.
the standard GUID format: {XXXXXXXX - XXXX- XXXX- XXXX- XXXXXXXXXXXX} where X is a hex
digit (0,1,2,3,4,5,6,7,8,9,A,B,C,D,E F).

2.2.3.1.3 userKeys Element
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The userKeys element speci fies a user in the context of a conference control command . This
element has the following attributes:

>

confEntity: The conference -URI.ItMUSTbhea SIP URI.

A userEntity  attribute : The participant URL. It MUST be a SIP URI.

2.2.3.1.4 endpointKeys element

The endpointKeys elem ent specifies the endpoint  of a user in the context of a conference control
command . This element has the following attributes:

A confEntity: The conference -URI .ItMUSTbhea SIP URI.

A userEntity : The participant URI. It MUST be a SIP URI.

A endpointEntity attribute :The EPID ,typed as xs:string . Two endpointEntity attributes are
considered equal if they are equal using XML xs:string  element comparison rules. It is
recommended that implementations generate a GUID and use it asthe endpointEntity attribute.

22315 mediaKeys Element

The mediaKeys element specifies the media session of an endpoint. inthe context ofa  conference
control command . This element has the following attributes:

A confEntity: The conference -URI . ItMUST bea SIP URI .

A userEntity : The participant URI. It MUST be a SIP.URI.

A endpointEntity :The EPID ,typed as xs:string .Two endpointEntity attributes are considered

equal if they are equal using XML xs:string . element comparison rules. It is recommended that
implementations generate a GUID anduseitasthe endpointEntity attribute .

A mediald : The media identifier that.identifies a media session established between a client and an
MCU . Extensions to this specification can specify the mechanism for establishing a media sessi on
with an MCU.

2.2.3.2 Responses

2.23.2.1 response Element

The response element is the root element of C3P responses. This element has the following
attributes:

A “requestld = : Unique identifier for the response. This MUST be copied from the corresponding C3P
request. Even though = requestld  is defined asan xs:string , it MUST be composed of the decimal
digit characters in the set "0" through "9".

A C3PVersion . : Entities compliant with this specification MUST set this to "1".

A from :The SIP URI of the sender. Implementations MUST populate this attribute from the to
attribute of the corresponding request. Note that this is different from the standard SIP technique
of generating responses that preserve the order of t he From and To header fields.

A to: The SIP URI of the receiver. Implementations MUST populate this attribute from the from

attribute of the corresponding request.

A responder : The SIP URI of the entity that actually generated this response, if multiple entiti es,
such asthe focus and an MCU, were involved in processing the request. This attribute is optional.
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A code : Type of response. Valid values are "success", "pending”, and "failure".
A reason : Specifies the failure reason. Values are defined in the schema.
A displayString  : Specifies a failure reason phrase. This value can be used for client display
purposes. It SHOULD NOT be used to make pro cessing decisions.
A timeout : This attribute SHOULD NOT be set and SHOULD be ignored.
A retryAfter : Specifies a retry interval in seconds. This value can be used by the client to retry the
command.
A version : This attribute MAY be set. It SHOULD be ignored if p resent.
Zero or one conference control command element MUST be included inside the response’ element.
This is the case even though the schema supports specifying multiple commands for batching
purposes. Conference control commands are defined as part of the protocol operation.
Implementations SHOULD be capable of handling C3P responses that have no command body. inside
the response envelope.
2.2.3.2.2 diagnostics -info Subelement
Zero or one instance of the diagnostic -info element SHOULD be present in the response element.
The diagnostic -info element contains zero or more pairs of key and value elements that provide
debugging and diagnostic information as follows.
The diagnostics -info subelement schemaisasf ollows:
I
| - entry
[ -~ key
|1 | - value
The following keys are defined by this specification:
A ms -diagnostics
A ms -diagnostics - public
These keys have the same semantics as the corresponding headers with the same name in MS -
OCER].
The value element MUST be set to the header value constructed using the rules specified in [MS -
OCER] for the header element of the same name.
An example ofa diagnostics -info elementis as follows:
<diagnostics - info>
<entry>
<key>ms - diagnostics</key>
<val ue>1007;reason="Temporarily cannot route";source="sip.contoso.com";ErrorType="Connect
Attempt Failure"”
;WinsockFailureDescription="The peer actively refused the connection
attempt";WinsockFailureCode="274D(WSAECONNREFUSED)";Peer="sip.fabrikam.com"
</va lue>
</entry>
</diagnostics - info>
Extensions to this specification can define other key -value pairs applicable to command responses.
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2.2.3.3 addUser Request Document Format for Focus INVITE Requests

In addition to the syntax rules given in section 2.2.1 for C3P requests, the following addit ional rules
for specific elements apply.

conferenceKeys :The conference -URI specifiedinthe confEntity  attribute of the  conferenceKeys
element MUST matchthe  SIP URI inthe To header field ofthe INVITE request.

The following rules apply to the user element:
A Exactlyone user element MUST be present inside the addUser body.

A The entity attribute ofthe  user element MUST be a SIP URI and MUST equal the SIP URI in the
From header field in the corresponding INVITE request.

A Onlythe roles and endpoint child elements are permitted inside the user element. Each of these
elements MUST be listed exactly once.

The following rules apply to the roles element:

A The roles element MUST be present and listed exactly once.

A The entry element MUST be populated with the desired role; which is either "presenter" or
"attendee”, and exactly one entry element SHOULD be present.

The following rules apply to the endpoint  element:

A The endpoint element SHOULD <2 2> containa session -on-behalf -of element that indicates the
user on behalf of whom the user is joining the conference

A The endpoint element MUST specify a valid entity  attribute. Implementation s SHOULD use a
GUID for this purpose.

Following is an example of an addUser document.

<addUser>
<conferenceKeys
confEntity="sip:user@fabrikam.com;gruu;opaque=app:conf:focus:id:BE92"/>
<user entity="sip:user@fabrikam.com">
<roles>
<entry>attendee</entry>
</roles>
<endpoint entity="{09AA504C - BA41- 4458 - 8669 - 8F35470F6CA2}">
<clientinfo
xmins="http://schemas.microsoft.com/rtc/2005/08/confinfoextensions" >
<separator xmlns="urn:ietf:params:xml:ns:conference -info - separator" />
<lobby - capable
xmins="http://schemas.microsoft.com/rtc/2008/12/confinfoextensions">
true
</lobby - capable>
</clientInfo>
<separator xmlns="urn:ietf:params:xml:ns:conference -info - separator"/>
<session -on-behalf -of>
<entity>sip:carol@fabrikam.com</entity>
</session -on-behalf - of>
</endpoint>
</user>
</addUser>
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2.2.34 addUser Response Document Format for Focus INVITE Responses

In addition to the syntax rules given in section 2.2.1 for C3P responses, the following additional rules
apply.
conferenceKeys  : This element MUST have the same values as those specified in the corresponding

addUser request.
The following rules apply to the user element:
A Exactlyone user element MUST be present inside the addUser body.

A The entity attribute ofthe  user element MUST be the same as the entity  attribute specified in
the request.

A The roles element MUST be present and listed exactly once.

A The endpoint element SHOULD <23> containa session -on-behalf -of element if it was present
in the request. If the user is not joining the conf erence ,the endpoint - element SHOULD NOT be
present in the response.

The following rules apply to the roles element:
A The roles element MUST be present and listed exactly once.

A The entry element MUST be populated with the granted role and exactly one entry element
SHOULD be present. This might be different from the requested role in some cases because of

policy.

The following example is an addUser document. Note that the conference ID is shown with four
characters for readability, although it is a string with.8 to 32 alphanumeric characters, as defined in

MS - CONFPROQ].

<addUser>
<conferenceKeys
confEntity="sip:user@fabrikam.com;gruu;opaque=app:conf:focus:id:BE92"/>
<user entity="sip:user@fabrikam.com">
<roles>
<entry>attendee</entry>
</roles>
<clientinfo
xmins="http://schemas.mic rosoft.com/rtc/2005/08/confinfoextensions" >
<separator xmlns="urn:ietf:params:xml:ns:conference -info - separator" />
<lobby - capable
xmins="http://schemas.microsoft.com/rtc/2008/12/confinfoextensions">
true
</lobby - capable>
</clientInfo>
<separator xmins="urn:ietf:params:xml:ns:conference -info - separator"/>
<session -on- behalf - of>
<entity>sip:carol@fabrikam.com</entity>
</session -on-behalf -of> </endpoint>
</user>
</addUser>

2.2.35 endorseUser Request Document Format for Focus INVITE Requests

In addition to the syntax rules specified in section 2.2.1 for C3P requests, the following additional
rules for specific elements apply. <24>

conferenceKeys :The conference -URI specified inthe confEntity attribute of the  conferenceKeys
element MUST match the  SIP URI inthe To header field ofthe INVITE request.
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endorsee : This element MUST contain the SIP URI of the participant to whose endpoint the
endorseUser  request pertains.

dialog -id: This element contains the following child elements, which together identify the dialog
between the focus and th e endorsed endpoint:

A call -id : The call identifier of the dialog between the focus and the endorsed endpoint.
A from -tag : The local identifier of the dialog between the focus and the endorsed endpoint.
A to-tag : The local identifier of the dialog between the fo cus and the endorsed endpoint.

2.2.3.6 endorseUser Response Document Format for Focus INVITE Responses

In addition to the syntax rules specified in section 2.2.1 for C3P responses, the following additional
rules apply.
conferenceKeys  : This element MUST have the same values as those specifie d in the corresponding

endorseUser  request.
result : This attribute MUST contain one of the following values:

A success :The endorseUser  request was completed successfully.

A otherFailure  : An error prevented the endorseUser  request from completing successfully.

2.2.3.7 modifyUserRoles Request Document

In addition to the syntax rules given i n section [ 2.2.1 for C3P requests, the following additional rules

apply.

The following rules apply to the userKeys  element:

A The confere nce -URI specifiedinthe confEntity — attribute ofthe  userKeys element MUST match

the SIP URI inthe To header field of the INFO request.
A The userEntity attribute of the . userKeys element MUST be a SIP URI.
The following rules apply to the user -roles element:

A The user -roles.<element MUST be present and listed exactly once.

>

The entry element MUST be populated  with the desired role, which is either "presenter” or
"attendee"; and exactly one entry element SHOULD be present.

The following example is a modifyUserRoles request body:

<modifyUserRoles>
<userKeys
confEntity="sip:alice@fabrikam.com;gruu;opaque=a pp:conf:focus:id:5D3747C"
userEntity="sip:cathy@fabrikam.com"/>
<user -roles>
<entry>presenter</entry>
<luser -roles>
</modifyUserRoles>
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2.2.3.8 modifyUserRoles Response Document

In addition to the syntax rules given in section 2.2.1 for C3P responses, the following additional rules
apply.
conferenceKeys :The confEntity  attribute MUST have the same value as that specified in the

corresponding request.

The following rules apply to the user element:
A Exactlyone user element SHOULD be present inside the modifyUserRoles body.
A The entity attribute ofthe user element MUST be the same as the userEntity  attribute specified

in the request.

The following rules apply to the roles element:

A The roles element MUST be present and listed exactly once.

A The entry element MUST be populated with the new role and exactly one entry  element SHOULD

be present.

The following example is a modifyUserRoles response body:

<modifyUserRoles>
<conferenceKeys
confEntity="sip:alice @fabrikam.com;gruu;opaque=app:conf:focus:id:5D3747C"/>
<user entity="sip:cathy@fabrikam.com">
<roles>
<entry>presenter</entry>
</roles>
</user>
</modifyUserRoles>

2.2.3.9 modifyConferencelLock Request Document

In addition to the syntax rules given in section 2.2.1 for C3P requests, the following additional rules

apply.

conferenceKeys :The conference -URI specifiedinthe confEntity  attribute of the  conferenceKeys

element MUST matchthe'  SIP URI /inthe To header field of the INFO request.

The following rules apply to the locked element:

A The locked  element MUST be included and it MUST specify the desired new lock state for the
conference.

A A conference is considered locked whenever the locked value is set to "true”, regardless of the
value included inthe  admission -policy element.

The following rules  apply to the admission -policy element:

A The admission -policy element is optional but, if included, the autopromote and pstn -lobby -

bypass elements MUST also be included.

A Thevalue of the admission -policy element MUST be set as defined in section 2223 .
The following rules apply to the autopromote element:
A The autopromote element is optional but, if included, the admission -policy and pstn -lobby -

bypass elements MUST also be included.
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A Thevalue of the autopromote element MUST be set as defined in section 2.2.2.3.
The following rules apply to the pstn -lobby -bypass element:

A The pstn -lobby -bypass element is optional but, if included, the admission -policy and
autopromote elements MUST also  be included.

A Thevalue ofthe pstn -lobby -bypass element MUST be set to either "true" or "false".

The following example is a modifyConferenceLock request body:

<modifyConferenceLock>
<conferenceKeys
confEntity="sip:alice@fabrikam.com;gruu;opaque=app: conf:focus:id:5D3747C"/>
<locked>true</locked>
</modifyConferenceLock>
<modifyConferenceLock>
<conferenceKeys
confEntity="sip:alice@fabrikam.com;gruu;opaque=app:conf:focus:id:5D3747C"/>
<locked>true</locked>

<separator />
<admission - policy>0 penAuthenticated</admission - policy>
<autopromote>32768</autopromote>

<pstn - lobby - bypass>false</pstn - lobby - bypass>

</modifyConferencelLock>

2.2.3.10 modifyConferencelLock Response Document

In addition to the syntax rules given in section 2.2.1 for C3P responses, the following additional rules
apply.

conference -info element: The entity _attribute MUST be set to the corresponding confEntity

attribute specified in the conferenceKeys elementoft. he request.

locked element: The locked  element MUST be present and MUST specify the new lock state of the
conference.

The following rules apply to the admission -policy element:

A The admission -policy element is optional but MUST be included if the modifyConferencelLock
request includedan " admission / -policy element along with the autopromote and pstn -lobby -
bypass elements.

A It MUST specify the new admission policy applied to the conference

A The value of the admission -policy element MUST be set as defined in section 2223 .
The following rules apply to the autopromote element:

A The autopromote element is optional but MUST be included i f the modifyConferenceLock

request included an  autopromote element along with the admission -policy and pstn -lobby -
bypass elements.

A It MUST specify the new automatic promotion applied to the conference.
A The value of the autopromote element MUST be set as de fined in section 2.2.2.3.

The following rules apply to the pstn -lobby -bypass element:
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A The pstn -lobby -bypass element is optional but MUST be included if the modifyConferencelLock
requestincluded a pstn -lobby -bypass element along with the autopromote and adm ission -
policy elements.

A It MUST specify whether ~ PSTN users can bypass the conference lobby.
A Thevalue of the pstn -lobby -bypass element MUST be set to either "true" or "false".

The following exam ple isa modifyConferencelLock response body:

<modifyConferenceLock>
<conference - info
entity="sip:alice @fabrikam.com;gruu;opaque=app:conf:focus:id:5D3747C"/>
<locked>true</locked>
</modifyConferenceLock>
<modifyConferenceLock>
<conference - info
entity="sip:alice @fabrikam.com;gruu;opaque=app:conf:focus:id:5D3747C"/>
<locked>true</locked>
<separator />
<admission - policy>openAuthenticated</admission - policy>
<autopromote>32768</autopromote>
<pstn -lobby - bypass> false</pstn - lobby - bypass>
</modifyConferencelLock>

22311 deleteUser Request Document
In ad dition to the syntax rules given in section 2.2.1 for C3P requests, the following additional rules
apply. The following rules apply to the userKeys: element:

A The conference -URI specified inthe confEntity attribute of the  conferenceKeys element MUST
match the SIP URI inthe To header field of the INFO request.

A The userEntity  attribute specifies the SIP.URI of the user to be deleted.
endpointEntity : The endpointEntity element MUST be empty.

The following rules apply to the client -reason element:

A The client -reason /eleme ntis optional.

A Ifthe client -reason element is present, the value MUST be set to either "newPresenter",
"participantEjected" or "connectedAtAnotherEndpoint”.

The following exampleis a deleteUser  request body:

<deleteUser>
<userKeys
confEntity="sip: alice@fabrikam.com;gruu;opaque=app:conf:focus:id:5D3747C"
userEntity="sip:cathy@fabrikam.com"/>
</deleteUser>

22312 deleteUser Response Document

In addition to the syntax rules given in section 2.2.1 for C3P responses, the following additional rules
apply.

conferenceKeys  :The confEntity  attribute MUST be set to the same value as the one specified in the

corresponding request.
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The following rules apply to the user element:
A The user element MUST be included in success responses.

A The entity attribute of the user element MUST beth e same asthe userEntity  attribute supplied
in the corresponding request.

The following example is a deleteUser  response body:

<deleteUser>
<conferenceKeys
confEntity="sip:alice@fabrikam.com;gruu;opaque=app:conf:focus:id:5D3747C" />
<user entity="sip:cathy@fabrikam.com"/>
</deleteUser>

2.2.3.13 deleteConference Request Document
In addition to the syntax rules given in section 2.2.1 for C3P requests; the following additional rule
applies.

conferenceKeys :The conference -URI specifiedinthe confEntity. attribute of the  conferenceKeys
element MUST matchthe  SIP URI inthe To header field of the INFO request.

The following example is a deleteConference request body:

<deleteConference>
<conferenceKeys confEntity="sip:alice @fabrikam.com;gruu;opaque=app:conf:focus:id:5D3747C"/>
</deleteConference>

2.2.3.14 deleteConference Response Docume nt
In addition to the syntax rules given in section 2.2.1 for C3P responses, the following additional rule
applies.

conference -info : The entity-. attribute MUST be set to the confEntity  attribute specified in the
corresponding request.

The following exampleis a deleteConference response body:

<deleteConference>
<conference - info entity="sip:alice@fabrikam.com;gruu;opaque=app:conf:focus:id:5D3747C"/>
</deleteConference>

2.2.3.15 addUser Dial  -out Request Document
In addition to the syntax rules given in section 2.2.1 for C3P request s, the following additional rules
apply.

conferenceKeys :The conference -URI specified inthe confEntity attribute of the  conferenceKeys
element MUST match the  SIP URI inthe To header field ofthe INVITE request.

The following rules apply to the user element:

A Exactlyone user element MUST be present inside the addUser body.
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A The entity attribute of the user element MUST be a SIP URI.
The following rules apply to the roles element:
A Zeroorone roles element MUST be present inside the user element.

A The entry element MUST be populated with the desired role.

The following rules apply to the endpoint  element:
A Zeroorone endpoint element MUST be present inside the user element.
A The endpoint element MUST specify a valid entity  attribute. Implementations SHOULD use a

GUID for this purpose.
A The endpoint -uri attribute can be specified. If specified, it MUST be a "sip:" URI or'a "tel:" URI.
A The refer -to-uri attribute can be specified. If specified, it MUST be a "sip:" URl or.a "tel:" URI.
A The joining -method element MUST be populated with the value "dialed -out".
A The accessMethod and authMethod  elements MUST be left empty when sent from the client.

mcuUri : The mcuUri attri bute MUST be populated with the MCU -Conference< -URI ofthe MCU that
needs to execute the  addUser dial -out command. Valid values are " IMMCU"and "AVMCU". "ASMCU"
and "DMCU" are not supported.

Extensions to this specification can specify the semantics of other elements and attributes.

The following example is an addUser request document:

<addUser mcuUri="sip:alice@fabrikam.com;gruu;opaque =app:conf:chat:id:5D3747C">
<conferenceKeys confEntity="sip:alice@fabrikam.com;gruu;opaque=app:conf:focus:id:5D3747C"/>
<user entity="sip:cathy@fabrikam.com">

<display - text>Cathy Baker</display - text>
<roles>
<entry>presenter</entry>
</roles>
<endpoint entity="{5CD3FCOA - O5F7- 4A17- A95B- 430A28FCOEFA}"
endpoint - uri="sip:cathy@fabrikam.com;opaque=user:epid:123;gruu">
<joining - method>dialed - out</joining - method>
<! -- other extension elements can follow - >
</endpoint>
</user>
</addUser>
2.2.3.16 addUser Dial  -out Response Document
In addition to the syntax rules given in section 2.2.1 for C3P responses, the following additional rules
apply.
conferenceKeys : The confEntity  attribute of this element MUST be set to the confEntity  value

specified in the corresponding addUser request.

The following rules apply to the user element:
A Exactlyone user element MUST be present inside the addUser body. The user element MUST
have the same entity attribute as the one specified in t he addUser request.

A The roles element SHOULD be populated from the corresponding request.
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The following rules apply to the endpoint  element:
A Zeroorone endpoint element SHOULD be present inside the user element.

A The endpoint element MUST specify a valid entity attribute. It MUST be the same as the one
present in the corresponding request.

A The endpoint -uri attribute can be specified. If specified, it MUST be a "sip:" URI ora"tel:" URI.
A The join ing -method element MUST be populated with the value "dialed -out".
Extensions to this specification can specify the semantics of other elements and attributes.

The following example is an addUser response document:

<addUser >
<conferenceKeys confEntity="s ip:alice@fabrikam.com;gruu;opaque=app:conf:focus:id:5D3747C"/>
<user entity="sip:cathy@fabrikam.com">
<display - text>Cathy Baker</display - text>
<roles>
<entry>presenter</entry>
</roles>
<endpoint entity="{5CD3FCOA - O5F7- 4A17- A95B- 430A28FC9EFA}"
endpoint - uri="sip:cathy@fabrikam.com;opaque=user:epid:123;gruu">
<joining - method>dialed - out</joining - method>
<! -- other extension elements can follow - >
</endpoint>
</user>
</addUser>
2.2.3.17 addUser Dial  -in Request Document
In addition to the syntax rules given in section 2.2.1 for C3P requests, the following additional rules
apply.
conferenceKeys :The conference -URI specified inthe confEntity attribute of the  conferenceKeys

element MUST match the  SIP URI ofthe To header field of the INVITE request.
The following rules apply to the user element:

A One user element instance MUST be present inside the addUser body.

A The entity attribute ofthe  user element MUST be a SIP URI.

A The entity. attribute MUST be set to the C3P from attribute.

The following r ' ules apply to the roles element:

A Zeroorone roles element SHOULD be present inside the user element.

A The roles element MUST be populated with the desired role, which is either "presenter" or
"attendee”.

A Ifthe roles elementis absent, the default value is "attendee".

The following rules apply to the endpoint  element:

A Zeroorone endpoint element SHOULD be present inside the user element.

A The endpoint element MUST specify a valid entity  attribute. Implementations SHOULD use a
GUID for this purpose.
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A The endpoint -uri attribute can be specified. If specified, it MUST be a "sip:" URI or a "tel:" URI.

A The refer -to-uri attribute can be specified. If specified, it MUST be a " sip:" URI or a "tel:" URI.
A The joining -method element MUST be populated with the value "dialed -in".

A The accessMethod and authMethod elements MUST be left empty.

The following rules apply to the mcuUri  attribute:

A The mcuUri attribute MUST be populated with the MCU -Conference -URI ofthe MCU that needs
to execute the addUser dial -in command.

A Extensions to this specification can specify th e semantics of other elements and attributes.

The following example is an addUser request document:

<addUser mcuUri="sip:alice@fabrikam.com;gruu;opaque=app:conf:chat:id:5D3747C">

<conferenceKeys confEntity="sip:alice @fabrikam.com;gruu;opaque=app:conf:foc us:id:5D3747C"/>
<user entity="sip:cathy@fabrikam.com">
<display - text>Cathy Baker</display - text>
<roles>
<entry>presenter</entry>
<[roles>
<endpoint entity="{5CD3FCOA - O5F7- 4A17- A95B- 430A28FCOEFA}"
endpoint - uri="sip:cathy@fabrikam.com;opaque=user:epid:123;gruu">
<joining - method>dialed - in</joining - method>
<! --  other extension elements can follow - >
</endpoint>
</user>
</addUser>
2.2.3.18 addUser Dial - in Response Document
In addition to the syntax rules given in section 2.2.1 for C3P responses, the following additional rules

apply.

conferenceKeys  : This element MUST have the same values as those specified in the corresponding
addUser request.

The following rules apply to the user element:

A Exactlyone user element MUST be present inside the addUser body.

A The user element MUST have the same entity  attribute specified in the addUser request.
A "The roles | element SHOULD be populated from the corresponding request.

The following rules apply to the endpoint  element :

A Zeroorone . endpoint element SHOULD be present inside the user element.

A The endpoint element MUST specify a valid entity  attribute. It MUST be the same as the one
present in the corresponding request.

A The endpoint -uri attribute can be specified. If speci fied, it MUST be a "sip:" URI ora"tel:" URI.

A The joining -method element MUST be populated with the value "dialed -in".
The following rules apply to the connection -info element:
A Zeroormore ent ry subelements SHOULD be present inside the connection -info element.
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A Each entry element specifies a key -value property pair.

The following well -known keys are defined by this protocol. Their usage is discussed in section 3. They
are case -insensitive.

A Mcu -Server -Uri: Specifiesa SIP URI that can be used to send requests to this MCU . This SIP
URI SHOULD be constructed in such a way that it can be used as the remote -target URI of SIP
requests , asdefinedin [RFC3261] section12.2.1.1.

A Mcu -Conference -Uri: Specifies the MCU -Conference -URI defined earlier.

The following well  -known keys are defined by this protocol specifically for the Web Conferencing MCU.
They are case -sensitive. For additional details about Web Conferencing MCU -specific concepts, see

MS -PSOM].

A sAuthld:  An xs:string  value composed of decimal digits and the letters "A", "B", C", "D", "E",
and "F". The Web Conferencing MCU MUST send this value, and it MUST be uniquely generated so
that it is not duplicated in any other addUser dial -in response.

A pwrpc.modes: An xs:string  value of either "tIs" or "fwdtls". The Web Conferencing MCU MUST
send this value to the client.

A pwrpc.port: An xs:string  value containing a decimal string indicating the port number that the
client can use to establish a PSOM connection to the Web Conferencing MCU. The Web
Conferencing MCU MUST send this key to the client.

A pwrpc.authPattern: An xs:string  value that indicates the authentication mechanism supported
by the Web Conferencing server. This MUST be set to the string "<sAuthld>".

A numberOfProxies: An xs:string  value containing a decimal string indicating how many proxy
servers are being communicated from the Web Conferencing MCU to the client. This value is used
by the client to look for specif ic keys of the form "proxy[N].FQDN" and proxy[N].Port . The Web
Conferencing MCU MUST send.this key to the client if it also sent the pwrpc.modes key with a
value of "fwdtls".

A proxy[N].FQDN: Any key with a name of the form "proxy[N].FQDN", where N isanorm alized
decimal string less than the value of the numberOfProxies key sent to the client, and greater
than or equal to zero. Any key of this. form has an xs:string  value indicating the  fully quali  fied
domain name (FQDN) of a proxy server capable of establishing a PSOM connection to the Web
Conferencing MCU on behalfof the client. The Web Conferencing MCU MUST send a key of this
form for every value of N from zero up to, but not including, the valu e of the numberOfProxies
key.

A proxy[N].Port: Any key with a name of the form "proxy[N].Port" where N is a normalized
decimal string less than the value of the numberOfProxies key sent to the client, and greater
than or equal to zero. Any key of this form h as an xs:string  value containing a decimal string
indicating‘the port number of a proxy server capable of establishing a PSOM connection to the
Web Conferencing MCU on behalf of the client. The Web Conferencing MCU MUST send a key of
this form for everyva  lue of N from zero up to, but not including, the value of the

numberOfProxies key.

A pwrpc.pwsURI: An xs:string  value containing a URI for the Web Conferencing MCU that the
client can use to establish a PSOM connection. The Web Conferencing MCU MUST send thi s key to
the client if it also sent the pwrpc.modes key with a value of "tls".

A alternativeName: An xs:string  value that can be used in place of the X.509 certificate subject
for TLS negotiation. If the Web Conferencing MCU has sent the pwrpc.modes key with a value of

"fwdtls", the client MUST ignore this value. Otherwise, the Web Conferencing MCU MUST send this
key, and t he client MUST establish TLS negotiation using this value as the certificate subject for
verification.
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Extensions to this specification can specify the semantics of other elements and attributes.

The following example is an addUser response document:

<addUser mcuUri="sip:alice@fabrikam.com;gruu;opaque=app:conf:chat:id:5D3747C">
<conferenceKeys confEntity="sip:alice @fabrikam.com;gruu;opaque=app:conf:focus:id:5D3747C"/>
<user entity="sip:cathy@fabrikam.com">
<display - text>Cathy Baker</display - text>
<roles>
<entry>presenter</entry>
</roles>
<endpoint entity="{5CD3FCOA - O5F7- 4A17- A95B- 430A28FCOEFA}"
endpoint - uri="sip:cathy@fabrikam.com;opaque=user:epid:123;gruu">
<joining - method>dialed - in</joining - method>
<! -- other extension elements can follow - >
</endpoint>
</user>
<connection - info>
<entry>
<key>Mcu - Server - Uri</key>
<value>sip:mcu.domain.com:5061;transport=tis</value>
<lentry>
<entry>
<key>Mcu - Conference - Uri</key>
<value> sip:alice@fabrikam.com;gruu;opaque=app:conf:chat:focus:id:5D3747C</value>

<[entry>
</connection - info>
</addUser>
2.2.3.19 getConference Request Document
This section follows the product behavior described:in endnote <25> .
In addition to the syntax rules given in sectio n 2.2.1 for C3P requests, the request follows the same

syntax as the getConference request sentto the  Focus Factory , as specifiedin [MS - CONFPRO].

The difference between the getConference request sent to the Focus Factory, specified in [MS -
CONFPRO], and the one sent to the focus . is that the one sent to the Focus Factory retrieves the static
provisioning information of the conference ., while the one sent to the focus retrieves the curren t
roster state of an active conference.

2.23.20 getConference Response Document
This section follows the product behavior described in product behavior note 526>
In addition to the syntax rules given in section 2.2.1 for a C3P response, the additional rules given in

section. 3.12.4.1 apply.

22321 setLobbyAccess Request Document
In addition to the syntax rules given in section 2.2.1 for C3P requests <27> , the following additional
rules apply.

conferenceKeys :The conference -URI specified inthe confEntity attribute of the  conferenceKeys
element MUST match  the SIP URI ofthe To header field of the INVITE request.

The following rules apply to the userEntity  element:
A Oneormore userEntity elementinstances MUST be present inside the setLobbyAccess body.

A Thevalue ofa userEntity element MUST be set to a SIP URI.

50 / 249

[MS -CONFBAS] - v20180427

Centralized Conference Control Protocol: Basic Architecture an d Signaling
Copyright © 2018 Microsoft Corporation

Release: April 27, 2018


%5bMS-CONFPRO%5d.pdf#Section_ec4a362666f942708adc5f81f7fdad8a

The following rules apply to the access element:
A One acces s element instance MUST be present inside the setLobbyAccess body.

A Thevalue ofthe access element MUST be set to "granted" or "denied".

2.2.3.22 setLobbyAccess Response Document

In addition to the syntax rules given in section 2.2.1 for C3P responses <28> , the following additional
rules apply.

conferenceKeys  : This element MUST have the same values as those specified in the corresponding

setLobbyAccess request.
The following rules apply to the status element:

A One status element MUST be included for each user admitted or denied from the conference in
the setLobbyAccess request.

A A status element MUST have one reason attribute set to "success", "conferenceFull",
"userDoesntExist" or "alreadyGr anted".

A A status element MUST have one  userEntity  element.

2.2.3.23 modifyEndpoint Request Document

In addition to the syntax rules given in section 2.2.1 for C3P requests, the following additional rules
apply.

The following rules apply to the endpointKeys element:

A One endpointke ys element instanceMUST be present inside the modifyEndpoint body .

>

The conference -URI specified inthe  confEntity  attribute of the  endpointKeys element MUST
match the SIP URI ofthe To field of the INVITE request .

The following rules apply to the endpoint " element:

A One endpoint element instance MUST be pr  esent inside the  modifyEndpoint body.

A The value of the < entity attribute MUST have the same value as that specified in the
endpointEntity attribute.in _endpointKeys in the same request.

The following exampleis a modifyEndpoint request document:

<modifyEndpo int>
<endpointKeys confEntity="sip:bob@fabrikam.com;gruu;opaque=app:conf:focus:id:97DJ3DYH"

userEntity="sip:bob@fabrikam.com" endpointEntity="{F95CF5F8 - 2A22- 4C1F- B65E- 2014CF07BD11}"/>
<ci:endpoint xmlins:ci="urn:ietf:params:xml:ns:conference -info" e ntity="{F95CF5F8 - 2A22-
4C1F- B65E- 2014CF07BD11}">
<! -- other extension elements can follow - >
</ci:endpoint>
</modifyEndpoint>
2.2.3.24 modifyEndpoint Response Document
In addition to the syntax rules given in section 2.2.1 for C3P responses, the following additional rules
apply.
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The modifyEndpoint command modifies the current endpoint  only. There is no requirement to

identify which user has been modified in the response.

The following example is a modifyEndpoint response document:

<modifyEndpoint/>

No child element is needed for the  modifyEndpoint element in response.

2.23.25 modifyConferenceAnnouncements Request Document

This document is defined in MS - CONFAV] section 2.2.3.4 , with an example in [MS
4.4,

2.2.3.26 modifyConferenceAnnouncements Response Document

The rules for this document are defined in MS - CONFAV] section 3.2.5:5, with an e
CONFAV] section 4.4.

2.23.27 modifyConference Request Document

-CONFAV] section

xample in [MS -

In addition to the syntax rules given in section 2.271 for C3P requests, the following additional rules

apply.
A The mcuUri attribute MUST NOT be empty.

A The conference -info element MUST containonly o - ne conference -view element, and no other

child elements.

>

elements.

A The entity attribute of the = entity -view element MUST match the value of the
modifyConference .mcuUri " attribute.

2.2.3.28 modifyConference Response Document

The conference -view element MUST contain only one entity -view element, and no other child

In addition to the syn< tax rules given'in section 2.2.1 for C3P responses, the following additional rules

apply.

A The conference -info .entity attribute MUST be set to the confEntity  attribute specified in the

correspondin g request.
A The conference -info element MUST have its state set to partial.

A The conference -info element MUST contain no other child elements.

2.2.4  Conference Roster Document Format

The constructed conference roster MUST be a valid XML document conforming to the conference

schema defined in section 6.2.

The format for constructing the relevant subelements of the conference roster is given in the following

subsections.
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Unless specified otherwise, if a roster element has a state attribute associated with it, rules for
constructing it follow RFC4575] section 4.4.

2241 conference -description Element Syntax

The conference -description element MUST be constructed with the conf -uris element populated
using the rules specified in section 2224 .

2.2.4.2 Participant user Element Syntax

The focus MUST generate a user element for each participant in the conference  using the following

rules:

A The user element MUST be valid according to the application/conference -info+xml syntax rules.

A The focus MUST populate the roles subelement with the granted role of the user.

A The focus SHOULD populate the display -text subelement with the display name of the user as
obtained from the corresponding addUser request or using some other directory lookup.

A The focus MUST add an  endpoint  element for each focus  -connected’ endpoint ~ using the focus

endpoint  element syntax rules defined in section 22424 .

A The focus MUST add an endpoint  element for each MCU - connected endpoint using the MCU
endpoint  element syntax rules defined in section 2.2.4.2.2).

A The focus MUST populate the  endorser attribute with the.  URI of the last endpoint that issued a

successful endorseUser  request for this participant, as defined in section 2.2.35 .Ifno endpoint
has endorsed this user, the focus MUST NOT populate this attr ibute. <29>
A The focus MUST populate the endorser -display -name attribute with the display name of the last
endpoint that issued a successful endorseUser  request for this participant, as defin ed in section
2.2.3.5. If no endpoint has endorsed.this user; the focus MUST NOT populate this attribute. <30>
A The focus MUST populate the device  -type attribute if the sip uri of user connec ted to the

conference corresponds with a meeting room device; the value of this attribute in this case will be
"meetingRoom". The focus.MUST NOT populate this attribute for any other device type.

A The focus MAY preserve all other elements, except the endpo int elements, and attributes
specified inthe _user element ofthe addUser requestand add it to the user element it constructs
for notification purposes.

An example ofa user elementis as follows:

<user entity="sip:alice@fabrikam.com" state="full">

<dis play - text>Alice Gates</display - text>
<roles>
<entry>presenter</entry>
</roles>
<endpoint entity="{09AA504C - BA41- 4458 - 8669 - 8F35470F6CA2}" session - type="focus" endpoint -
uri="sip:alice @fabrikam.com;opaque=user:epid:HTO71| - f3F - fdDyic8rblwAA;gruu">

<status>connected</status>
</endpoint>
</user>

22421 Focus endpoint Element Syntax

The focus MUST generate an endpoint  element for each focus -connected endpoint ofa conference
participant using the following rules:
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A The entity attribute of the  endpoint  element MUST have the same value that was specified in the
corresponding ad dUser request used by the client at the time it connected to the focus.

A The session -type attribute ofthe endpoint element MUST be set to the value "focus".

A The focus SHOULD populate the endpoint -uri attribute withan  endpoint  URI . Normally, for
GRUU-based clients, this is the endpoint GRUU specified inthe Contact header field of the
corresponding INVITE request. Ifan endpoint GRUU is available from the corresponding | NVITE
request, it SHOULD be preferred over any endpoint -uri value specified inthe  addUser request
itself.

A The status subelement MUST be set to either the value "connected" or the value "on -hold". The
value "connected" indicates a user who has been admitte d to the conference. The value "on -hold"
indicates a user placed in the lobby .

A The focus MAY preserve all other elements and attributes specified in the endpoint  element of the

addUser requesta nd addittothe endpoint element it constructs for notification purposes.

An example of a focus  endpoint  element is as follows:

<endpoint entity="{09AA504C - BA41- 4458 - 8669 - 8F35470F6CA2}" session - type="focus" endpoint -

uri="sip:alice @fabrikam.com;opaque=user :epid:HTO7tl - f3F - fdDyic8rblwAA;gruu”>
<status>connected</status>

</endpoint>

2.24.2.2 MCU endpoint Element Syntax

The focus MUST generate an endpoint  element for each MCU . -connected endpoint of a conference
participant using the following rules:

A The focus MUST preserve all elements and attributes of the endpoint  element published by the
MCU and use it to construct the endpoint  element.

A The session -type attribute of the . endpoint element MUST be set according to the semantics
defined for the session -type attribute defined.in section 2.2.2.6 , thereby overriding any session -
type attribute set by the MCU.

A The status element MUST be populated with a value as defined in the XML schema. Only the
"conne cted" value SHOULD be used in notifications

MCU- specific extensions to this specification can specify additional syntax rules for generating MCU
endpoint  elements.

2.24.3 Participant = -count Attribute S yntax

The participant count attribute provides the exact number of participants in the meeting. 21> The
focus sends the count in the users element. The focus MUST NOT send this attribute for participants
in the lobby. The  part icipant -count attribute is of type "xs:unsignedint" and is optional.

An example ofa participant  -count attribute is as follows:

<conference - info xmIns="urn:ietf:params:xml:ns:conference - info"
xmins:msci="http://schemas.microsoft.com/rtc/2005/08/confinfoex tensions"
xmlns:msci2="http://schemas.microsoft.com/rtc/2008/12/confinfoextensions"
xmins:cis="urn:ietf:params:xml:ns:conference -info - separator"
entity="sip:testl@vdomain.com;gruu;opaque=app:conf:focus:id:6WFMS54F" state="partial"
version="36" static="fals e">

<users state="partial" msci:participant - count="25">
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2244 conference -view Element Syntax

In full conference  notifications  ,the focus MUST generate a conference -view elementusing the
following rules:

A The focus MUST add an  entity -view element for itself using the focus entity -view element
syntax rules that follow.

A The focus MUST add any entity -view elements published by = MCUs in the conference to the roster
document.

22441 Focusentity -view Element Syntax

The focus MUST construct and include an entity -view element for itself in the conference roster. The
constructed entity -view element MUST conform to the following additional rules:

A The entity -state element MUST be populated in "full" entity -view notifications
A The entity -state element MUST list the current lock state of the _conference

Following is an example of an entity -view element for the focus.

<entity - view state="full" entity="sip:alice@fabrikam.com;gruu;opaque=app:conf:focus:id:BE92">
<entity - state>
<locked>false</locked>
<lentity - state>
</entity - view>

2.2.5 MCU Conference Roster Document Format

The conference  roster document published by an MCU tothe focus MUST conform to the following
rules, in addition to being a valid application/conference -info+xml document, as defined in section 6.3.
The following rules apply to the endpoint  element:

A Zeroorone endpoint elementMUST be listed inside a user element.
A The state attribute ofthe  endpoint.. element MUST be set to "full” or "deleted".
The following rules apply to the conference -view element:

A Exactly one entity -view entry SHOULD be present inside the conference -view element. This
entry MUST have the entity URI settothe MCU -Conference -URI .

>

The size of the XML fragment for each ch ild element of entity -view MUST NOT exceed 2048
bytes.

226 HTTP Request and Response

This section follows the product behavior described in product behavior note <32> .

226.1 HTTP Request

From browsers: The HTTP request from the client side browser will hit the Join Manager, which will

first detect the supported browser versions. I f the clientds
the Join Manager will then respond back with an HTML document containing a script that needs to run

on the client side. This scr  ipt detects and picks the client to launch; it makes use of the protocol

handler detection APIs provided for this purpose. <33>
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From within clients: The client application can also make an in -band HTTP request directly to the
Join Manager with a special Accept header to acquire the XML content necessary to join the meeting
directly without launching the browser. It will use the following special headers for this request:

Accept: Application/vn d.microsoft.lync.meeting+xml;ver=15.0
User - Agent: Lync/15.0 (Windows M.N/XX, YY)

Where:

Windows M.N: Release version for Windows OS
XX: x86/x64 bitness for Windows OS
YY: x86/x64 bitness for Lync client

2.2.6.2 HTTP Response

Browser Request : The Join Manager responds back to the client side browser with an HTML

document that contains the script described in section 2.2.6.4 . The Join Manager generates an XML
document body that MUST conform to the response format defined in section 2.2.6.3 , and sets this as
one of the parameters in the scr ipt.

Client Request  : The Join Manager responds back to the client with an XML document that contains
the same XML document called out in section 2.2.6.3.

2.2.6.3 ocsmeet Document Format

The ocsmeet document format specifies the document format of the XML document body sent back in
the HTTP response that the Join Manager sends to the browser, and this is embedded as a string in

the script present in the document. A well -formed XML document  string MUST be valid XML, as
specified in  [XML10] , conformant to the schema defined.in section 6.1.
The cardinality of each elemen<. tis specified in the XML schema using standard minOccurs  and

maxOccurs  XSD conventions, unless explicitly specified otherwise.

Unless otherwise specified, implementations MUST ignore elements and attributes that they cannot

parse.
conf -uri : This element = MUST be set to the parsed conference URI (conference -URI) or an empty
string if the conferencing join web URL could not be parsed.

server -time : This element MUST be set to the time in milliseconds taken by Join Manager to process
the reguest.

original . -incoming -url : This element MUST be set to the original URL that the user requested.
conf -key : This element MUST be set to the conference key of the conference

fallback -url :<34> This element MUST be set to the alternate URL that deskt op and mobile clients
can use when a join fails for some reason.

ucwa -url :<35> This element MUST be set to the UCWA (Unified Communications Web API) server
URL that mobile and web clients ¢ an use to connect to the conference.

ucwa -ext -url :<36> This element MUST be set to the UCWA (Unified Communications Web API)
server URL that mobile and web cI| hetworkcenusaitd connecetotlken or gani zat i
conference.
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ucwa -int -url :<37> This element MUST be set to the UCWA (Unified Communications Web API)
server URL that mobile and web clients within an organi zationds network can use
conference.

telemetry -id : <38> This element MUST be set to a GUID value used for tracking end -to-end join
time telemetry information.

The following example is a content body:

<conf - info xmIns:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmIns="http://schemas.microsoft.com/rtc/2009/05/sim plejoinconfdoc">
<conf - uri>sip:bob@fabrikam.com;gruu;opaque=app:conf:focus:id:MIMAY7RF</conf - uri>
<server -time>1.0001</server - time>
<original - incoming - url>https://www.fabrikam.com/meet/bob/MIMAY7RF</original -incoming - url>
<conf - key>MIMAY7RF</conf - key>
<fallback - url>https://www.fabrikam.com/meet/bob/MIMAY7RF?sl=1</fallback - url>
<ucwa- url>https://www.fabrikam.com/ucwa/applications</ucwa - url>
<ucwa- ext - url>https://www.fabrikam.com/ucwa/applications</ucwa - ext - url>
<ucwa- int - url>https://webpool.f abrikam.com/ucwa/applications</ucwa -int - url>
<telemetry -id>00bfd6b5 - 6cd3 - 4327 - b6el - 7c3aa0deac52</telemetry -id>

</conf -info>

2.2.6.4  Simple Join JavaScript

The following examples are the HTML document and the JavaScript code that the Join Manager sends
back to the client in response to the HTTP request sent on the simple join URL.

The fo llowing example is the main HTML document:

<html xmIns="http://www.w3.0rg/1999/xhtml" class="reachJoinHtmI|">
<head>

<title>Microsoft Lync 2010</title>

<script type="text/javascript">

var reachURL =

"https://fabrikam.com/Reach/Client/WebPage s/ReachJoin.aspx?xml=PD94bWwgdmVyc2Ivbj0iMS4wliBlbm
NvZGluZz0idXRmLTgiPz48Y29uZilpbmzvIHhtbG5z0nhzaTOiaHROcDovL 3d3dy53My5vemcvMjAwWMS9Y TUXTY 2hibWE
taW5zdGFuY2UilHhtbG5z0nhzZD0iaHROcDovL3d3dy53My5vemcvMjAWMS9Y TUXTY 2hIbWEilHhtbG5zPSJodHRwOIi8v
c2NoZW1hcy5taWNyb3NvZnQuY29tL3J0Yy8yMDAS5LzA1L3NpbXBsZWpvaW5jb25mZG9jlj48Y29uZillcmk -
cZIwOnNOZXZIYZhAbWchszbZZOLmvaTtnchlOZQWYXFlZTthHA6Y29qupmb2N1czppZDpJQIVCUOs3Vzva29uZ
illcmk - PHNIcnZIcil0aW1IPjE8L3NIcnZIcil0aW1IPjxvemInaW5hbC1lpbmNvbWIluzZyllcmw
aHROcHM6Ly95c2xtODQubW\!dCStaWNbeNvZnQuY29tL21IZXQv03RIdijaCQJQIVCUOs3Vzwvb3JpZZIuYWWtaWSjb
21pbmctdXJsPjxjb25mLWtle T5JQIVCUO0s3VzwvY29uZilrZXk - PC9jb25mLWIuZm8- *;

/* Escaped ocsmeet XML document Body */

var escapedXML = "&lt;?xml version=&quot;1.0&quot; encoding=& quot;utf -
8&quot;?&gt;&lt;conf - info xmlIns:xsi=&quot;http://www.w3.0rg/2001/XMLSchema - instance&quot;
xmins:xsd=&quot;http://mww.w3.0rg/2001/XMLSchema&quot;
xmIns=&quot;http://schemas.microsoft.com/rtc/2009/05/simplejoinconfdoc&quot;&gt;&It;conf -
uri&gt;sip:bo b@fabricam.com;gruu;opaque=app:conf:focus:id:IBUBSK7W&lIt;/conf -

uri&gt;&lt;server - time&gt; 1&It;/server - time&gt;&lt;original -incoming - url&gt;
https://fabrikam.com/meet/bob/IBUBSK7W &lt;/original - incoming - url&gt;&It;conf -
key&gt;IBUBSK7W&lIt;/conf - key&gt;&lt;/c onf - info&gt;";

var showJoinUsingLegacyClientLink = "True";
var urlCrackingError = "False";
var currentLanguage = "en - Us";
</script>

/* Including JavaScript code */
/*
Utilities.js -
Contains other methods such methods tha t verify if the browser version is supported*/
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<script type="text/javascript" src="/meet/JavaScript/Utilities.js"></script>

/*

PluginLoader.js -

Contains classes and methods that contain configuration and loading of ActiveX control or
Firefox Plug -in

*

<script type="text/javascript" src="/meet/JavaScript/PluginLoader.js"></script>

/*

Launch.js -

Contains the OnLoad() method and the re lated code that invokes utility functions, does
supported browser checks, loads available ActiveX Control or Firefox plug - ins, shortlists the
candidate and invokes Launch API on it. It would also contain fall back code to launch the
web offering, provide | inks to alternate clients, and provide a help link. It will also close
the browser window in case of a successful launch.

*

<script type="text/javascript" src="/meet/JavaScript/Launch.js"></script>
<link rel="Stylesheet" type="text/css" href="/ meet/Resources/ReachClient.css" />
</head>

<body onload="mainWindow.OnLoad();" class="reachJoinBody">

/* HTML BODY goes here, typically there is an IFrame here and JavaScript populates the
content */

</body>
</html>

The following example is  PluginLoader.js:

var InstalledClient = new Object( );
InstalledClient.OC = 0;
InstalledClient.Samara = 1;
InstalledClient. AOC = 2;

)
/I Name = Registered name of the Plugin

1
PluginConfigOC =
IE:
{ . . N .
Version_Name: "CommunicatorMe etingJoinAx.JoinManager"
h
FF:
{ . o . . .
Version_CLSID: "application/vnd.microsoft.communicator.ocsmeeting"
}
}
PluginConfigSamara =
IE:
{
Version_Name: "AttendantConsoleMeetingJoinAx.JoinManager"
h
FF:
{
Version_CLSID: "application/vnd.microsoft.attendantconsole.ocsmeeting”
}
}
PluginConfigAOC =
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}

{
Version_Name: "CommunicatorAttendeeMeetingJoinAx.JoinManager"
b
FF:
{
Version_CLSID: "application/vnd.microsoft.communicatorattendee.ocsmeeting"
}

/I Format the string
function StringFormat()

{

var argumentList = StringFormat.arguments;
var argsLen = argumentList.length;

if(lfargsLen)
{

return ",

}

else

{ . .
var newString = argumentList[0];
var tmp = argsLen -1

for(var i = 0; i < tmp; ++i)

{
/I''$' is a sepcial character in regular expression
Il'if the re is '$_"in string, it will break this function in IE
/I Replace it with '$$'

newsString = newsString.replace(new RegExp("%" + i, "g"), (argumentList[i + 1] +

").replace(/ \ $/g, "$$$$");
}

return newsString;

function CreateNodeOutside(nodeType, nodeld)

var node = document.createElement(nodeType || "DIV");

}

}

{
document.body.appendChild(node);
node.style.position = "absolute";
node.style.width = "1px";
node.style.height = "1px";
node.style.left =" - 100px";
node.style.top = "Opx";
node.style.overflow = "hidden";
node.style.visibility = "hidden";
if (nodeld != null)

node.id = nodeld;

return node;

}

function GetBrowserTag()

{

var browserTag ="
if (IslE())
{

browserTag = "IE";

}

else

/I Treat all non - IE browsers the same as Firefox
/I the reason being, Opera/Chrome/Safari all look
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/I for plugins in the Mozilla folder a nd load them
/I even if they were not installed for this browser.
browserTag = "FF";

}
return browserTag;
}
function GetConfigForClient(installedClient, configTag)
{
var config;
switch (installedClient)
{
case InstalledClient.OC:
config = PluginConfigOC|configTag];
break;
case InstalledClient.Samara:
config = PluginConfigSamara[configTag];
break;
case InstalledClient.AOC:
config = PluginConfigAOC][configTag];
break;
default:
break;
}
return config;
}

1
/I A general component used to load any plugin into browser (IE & Firefox)
I
function PluginLoader()
{
this._islE = null;
this._name = null;
this._clsname = null;
this._clsid = null;
this._initProps = null;

/I the loaded plugin object
this._plugininstance = new Object();

}

PluginLoader.IldPrefix = "_ucclient_plugin_";
PluginLoader.TagHtmITemplatelE = "<object classid='"%0'%1></object>";
PluginLoader.TagHtmITemplateFF = "<embed type="%0'%1></embed>";

I

/I Initialize it with plugin information, such as name and id.

)

PluginLoader.prototype.Initialize = function(name, cl sname, clsid, initProps)

if (this._plugininstance.object)

return;

}

this._islE = (document.all != null);
this._name = name;
this._clsname = clsname;
this._clsid = clsid;

this._initProps = initProps;

}

1
/I Load plugin
1
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PluginLoader.prototype.LoadPlugin = function()
if (this._plugininstance.object)

return this._plugininstance;

}

this._CreatePlugin();
return this._plugininstance;

}

1

/' UnLoad plugin

1

PluginLoader.prototy pe.UnloadPlugin = function()

if (Ithis._plugininstance.object)

return;

}

/lif it created a dom object, remove it.
if ((this._clsname == null) && (this._clsid != null))

try
{

var createdContainerNode = this._plugininstance.object.parentNode;

Assert(createdContainerNode != null && createdContainerNode.parentNode ==
document.body, "Plugin parent node is not correct");

document.body.removeChild( createdContainerNode);

catch( ex)

/I Error in removing DOM object.
return;

}

this._plugininstance.object = null;
return;

}
PluginLoader.prototype._IsPluginAvailable = function()
{
var isAvailable = false;
/I Check for the availability of the Plugin
/I before actually trying to load the Plugin
/l'in case of non - |[E browsers: this prevents
/I the "gold bar" indicating "Additional plugins
/I are required to display all the media on the
/I page" that comes in Firefox and other browsers.
if ('this._isIE)
{
var mimetype = navigator.mimeTypes[this._clsid];
if (mimetype)
var enabled = mimetype.enabledPlugin;
if (enabled != null)

isAvailable = true;

}

return isAvailable;
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1

/I Create the plugin object

1

PluginLoader.p  rototype._CreatePlugin = function()

if (this._clsname)

try
if (this._isIE)
this._plugininstance.object = new ActiveXObject(this._clsname);
else
this._plugininstance.object = null;
catch( ex)

/I Error creating ActiveX object.

}
else if (this._clsid)
if (this._IsPluginAvailable())

return;

}

var propStr =",
if (this._initProps)

var props = this._initProps;
for (var key in props)

}

var tagHtml = StringFormat(this._isIE ? PluginLoader. TagHtmITemplatelE :
PluginLoader.TagHtmITemplateFF, this._clsid, propStr);

try

{
var containerNode = CreateNodeOutside("DIV");
containerNode.innerHTML = tagHtml;
var node = containerNode.firstChild,;
node.id = PluginLoader.ldPrefix + this._name;
this._plugininstance.object = node;

catch( ex)

/I Error creating DOM object.

The following example is Launch.js:

/I Constants
var MINIMUM_CLIENT_VERSION = 14;
var REDIRECT_TO_REACH_SL_OVERRIDE ='s|=";

/I This is CU2_HF3 build # as this is when OC / AOC plugin dlls were updated in the build.
var MINOR_CLIENT_VERSION_FOR_CU2 ="7577.280";
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/I Plugin Loaders for each client
var pluginLoaderOC = null;

var pluginLoaderSamara = null;
var pluginLoaderAOC = null;

/I Plugin Objects for each client
var pluginObjectOC = null;

var pluginObjectSamara = null;
var pluginObjectAOC = null;

/I Version info for each client
var majorVersionOC = null;

var majorVersionSamara = null;
var majorVersionAOC = null;

var minorVersionOC = null;
var minorVersionAOC = null;
var minorVersionSamara = n ull;

var majorVersionOCCapability = null;
var majorVersionAOCCapability = null;
var majorVersionSamaraCapability = null;

var defaultExperienceVersion = "1400";
var newExperienceVersion = "1500";
var serverBusyErrorCode = "7";

var ResourceURL ="";

var isMobileDevice = false;
var isNokiaDevice = false;

var isAndroidDevice = false;
var isWinPhoneDevice = false;
var islPhoneDevice = false;
var isIPadDevice = false;

/I Initialize with some default values

var lyncJoinConferenceUrl = "lync://*;

var lyncl5JoinConferenceUrl = "lyncl15:";

var lyncl15DesktopJoinConfUrl = "lync15classic:";
var lync15MobileJoinConfUrl = "lync15://";

var mixJoinConfUrl = "lync15mix:";

var confJoinParams = "confjoin?url=";

var isilmmersivelE = false;
var noAppTimeout = 1500;

var loading = "true";

1

/I Initialize resource strings before we try to use them.
1

var txt_languageSettingsLabel = ";

var txt_launchRichClientHeaderLabel =",
var txt_launchRichClientTextLabel = ";
var txt_unableToJoinLabel = "";

var txt_onlineHelp Link ="

var txt_copyRightTextLabel = ";

var textDirection="",

var txt_joinUsingReachLink =",

var txt_connecting = "";

var txt_unableToLaunchLyncMobile ="*;
var txt_unableToLaunchLyncMobile2 = ",
var txt_unsupportedMobileDevice = "";

var txt_immersivelESwitch = "In Internet Explorer, click on the Page Tools button on the
address bar, and then click on Use desktop view. Lync will then connect you to the meeting.";
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var txt_64bitbrowserUnsupportedLabel = ";
var txt_64bitUnsupportedTextl = " :
var txt_64bitUnsupportedOptionl = "";

var txt_64bitJoinUsingLync =",

var txt_64bitUnsupportedOption2 = ";

/I Add any new resource strings here.

var requestArray = new Array(10);

function MainForm()

this.connection = new ConnectionObject();

}

MainForm.prototype.GetMinorVersion = function (fullVersion) {
if (fullVersion == null) {
return null;
}

var minorVersion = 0.0;

/I Full version number string format: "4.0.1234.5678"
/I Minor version number string format: "12 34.5678"
// lgnore any non - numeric characters preceding the version number start
if(/C \D¥( \d\.\d\.)( \d{4} \.\d+) test(fullVersion)) {
var minorVersionString = RegExp.$3;
minorVersion = parseFloat(minorVersionString);

}
return minorVersion;
}

MainForm.prototype.GetMajorVersion = function(fullVersion)

if (fullVersion == null)

{
}

var majorVersion ="

return null;

/I Full version number string format: "4.0.1234.5678"
/l Major v ersion number string format: "4.0"
// lgnore any non - numeric characters preceding the version number start
if(/C \D¥( \d\.\d)( \.\d{4} \.\d+) test(fullVersion)) {
majorVersion = RegExp.$2;

}
return majorVersion;
}
MainForm.prototype .GetClientBasedOnCapability = function(capabilities)
{
if (capabilities == null)
return null;
}
/lassign it as 14 by default
majorVersionCapability = 14;
var clientVersion =",
if (/(([a -z\-19:( \Vd+\ .\ d+)(,¥)* test(capabilities)) {
majorVersionEncoded = RegExp.$2;
minorVersionEncoded = RegExp.$3;
/I We dont look at the minorVersion yet since we dont need to block any CUs in 15
yet.
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