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1 Introduction

The Site Data Web Service Protocol consists of a set of server extensions used to augment a basic

Hypertext Transfer Protocol (HTTP) server so that it supports full and incremental indexing. Indexing,
in this context, is defined as the process of exploring Web site content and building an index to be

used for search, systematic cataloging, content auditing, or similar purposes. This protocol is intended

to be used by an indexing service applic ation, not by a user directly through a Web browser.

This protocol provides such an indexing service with a set of operations for systematic, full traversal
and incremental change tracking of site content. This protocol assumes that:

A The site content confo rmsto a well -defined hierarchical structure (specified in this document)
where sites consist of  lists , lists consist of items, and items have standard properties.

A The protocol server keeps tra  ck of all changes to Web site content. The indexing service can
periodically query for all changes that have occurred since the index was last updated, ensuring
that the indexing service need not start anew every time.

Sections 1.5, 1.8, 1.9, 2, and 3 of t his specification are normative. All other sections and examples in
this specification are informative.

11  Glossary

This document uses the following terms:

absolute URL : The full Internet address of a page or other World Wide Web resource. Th e
absolute URL includes a protocol, such as "http," a network location, and an optional path and
file name & for example, http://www.treyresearch.net/.

alert : A message that is passed to a protocol client to notify it when specific criteria are met.

attach ment : An external file that is included with an Internet message or associated with an item
in a SharePoint list.

base type :An XML -based schema that defines the data and rendering fields that can be used in a
list . Every list is derived from a specific base type.

bucket web  : A site that is used to store content for a specific category.

Central Administration site : A SharePoint site that an administrator can use to manage all of the
sites and ser vers in a server farm that is running SharePoint Products and Technologies.

change tracking space : A collection of one or more tokens that contains data about the
granularity of and context in which each incremental change occurred for a specific content
database or site collection.

content database : A database that is stored on a back -end database serv er and contains stored
procedures, site collections, and the contents of those site collections.

contenttype : A named and uniquely identifiable collection of settings and fields that store
metadata for individual items in a SharePoint list. One or more co ntent types can be associated
with a list, which restricts the contents to items of those types.

context site : A site that corresponds to the context of the current request.

Coordinated Universal Time (UTC) : A high -precision atomic time standard that appro ximately
tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones
around the world are expressed as positive and negative offsets from UTC. In this role, it is also
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referred to as Zulu time (Z) and Greenwich Mean Tim e (GMT). In these specifications, all
references to UTC refer to the time at UTC -0 (or GMT).

current user  : The user who is authenticated during processing operations on a front -end web
server or a back -end database server.

default list view : The view ofa  SharePoint list that the owner of the list selected to appear when
users browse to the list without specifying a view.

display form  : A form that is used to display a list item.

document : Anobjectina content database such as a file, folder, list , or site . Each objectis
identified by a URI.

document library :Atype of list  thatis a container for documents and folders.
external security provider : An external object that manages permissions on a site.
field : A container for metadata within a SharePoint list and associated list items.

file : A single, discrete unit of content

folder : A file system construct. File systems organize a volume's data by providing a hierarchy of
objects, which are referred to as folders or directories, that contain files and can also contain
other folders.

globally unique identifier (GUID) : A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, t he use of this term does not imply or require that the algorithms described in
[REC4122] or [C706] must be used for generating the GUID . See also universally unique
identifier (UUID).

group : (1) An element that can contain fields and other groups in the data source for an InfoPath
form. Controls that contain other cont rols, such as repeating tables and sections, are bound to
groups.

(2) A named collection of users who share similar access permissions or roles.

Hypertext Transfer Protocol (HTTP) : An application -level protocol for distributed, collaborative,
hypermedia information systems (text, graphic images, sound, video, and other multimedia
files) on the World Wide Web.

Hypertext Transfer Protocol Secure (HTTPS) : An extension of HTTP that securely encrypts and
decrypts web page requests. In some older protocols, "Hy pertext Transfer Protocol over Secure
Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information,
see [SSL3] and [RFC5246] .

indexing service . A service that traverses URL spaces and file systems to acquire items, including
properties, to record in catalogs for those spaces and systems. The catalogs can then be used
for tasks such as searching and auditing content.

language code identifier (LCID) : A 32 -bit number that identifies the user interface human
language dialect or variation that is supported by an application or a client computer.

list : A container within a SharePoint site that stores list items. A list has a customizable schema
that is ¢ omposed of one or more fields.

list identifier : A GUID that is used to identify a list in a site collection.
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listitem : Anindividual entry within a SharePoint list. Each list item has a schema that maps to
fields in the list that contains the item, depending on the content type of the item.

list item attachment . Afile that is contained within a list item and is stored in a folder in the list
with the segment "Attachments".

list item identifier : See item identifier.

login name : A string that is used to identify a user or entity to an operating system, directory
service, or distributed system. For example, in Windows -integrated authent ication, a login name
uses the form "DOMAIN  \username".

permission : A rule that is associated with an object and that regulates which users can gain
access to the object and in what manner. See also rights.

personal site  : A type of SharePoint site that is u sed by an individual user for personal
productivity. The site appears to the user as My Site.

principal : (1) An authenticated entity that initiates a message or channel in a distributed system.

(2) An identifier of such an entity.

role assignment : An assoc iation between a principal or a site group and a role definition.
role definition : A named set of permissions for a SharePoint site. See also permission level.
security identifier (SID) : An identifier for security principals that is used to identify an acc ount

or a group. Conceptually, the SID is composed of an account authority portion (typically a

domain) and a smaller integer representing an identity relative to the account authority, termed

the relative identifier (RID). The SID format is specified in MS -DTYP] section 2.4.2; a string
representation of  SIDs is specified in [MS -DTYP] section 2.4.2 and MS -AZOD] section 1.1.1.2.

server -relative URL : Arelative URL that  does not specify a scheme or host, and assumes a base

URI of the root of the host, as described in RFC3986] .
site : A group of related pages and data within a SharePoint site collection. The structure and

content of a site is based on a site definition. Also referred to as SharePoint site and web site.

site collection . A set of websites that are in the same content database , have the same owner,
and share administration settings. A site collection can be identified by a GUID orthe URL of
the top -level site for the site collection. Each site collection contains a top -level site, can contain

one or more subsites, and can have a shared navigational structure.
site collection administrator : A user who has administrative permissions for a site collection.

si te membership : The status of being a member of a site and having a defined set of user rights
for accessing or managing content on that site.

site subscription : A logical grouping of site collec  tions that share a common set of features and
service data.

site -relative URL : A URL that is relative to the site that contains a resource and does not begin
with a leading slash (/).

SOAP : A lightweight protocol for exchanging structured information in a decentralized, distributed
environment. SOAP uses XML technologies to define an extensible messaging framework, which
provides a message construct that can be exchanged over a variety of underlying protocols. The
framework has been designed to be independent of any particular programming model and

other implementation  -specific semantics. SOAP 1.2 supersedes SOAP 1.1. See SOAP1.2 -
1/2003] .
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SOAP action : The HTTP request header field used to indicate the intent of the SOAP request,
using a URI value. See SOAP1.1] section 6.1.1 for more information.

SOAP body : A container for the payload data being delivered by a SOAP message toitsreci pient.
See [SOAP1.2 -1/2007] section 5.3 for more information.

SOAP fault : A container for error and status information within a SOAP message . See [SOAP1.2 -
1/2007] section 5.4 for more information.

SOAP message : An XML document consisting of a mandatory SOAP envelope, an optional SOAP
header, and a mandatory SOAP body . See [SOAP1.2 -1/2007] section 5 for more information.

store -relative URL : A URL that consists only of a path segment and does not include the leading
and trailing slash.

subsite : A complete website that is stored in a named subdirectory of another website. The parent
website can be the top  -level site of a site collection or another subsite. Also referred to as
subweb.

Uniform Resource Locator (URL) : A string of characters in a standardized format that identifies
a document or resource on the World Wide Web. The format is as specified in RFEC1738] .

user identifier : An integer that uniquel y identifies a security principal as distinct from all other
security principals and site groups within the same site collection.

view : See form view (Microsoft InfoPath), list view (SharePoint Products and Technologies), or
View (Microsoft Business Connectivity Services).

web application : A software application that uses HTTP as its core communication protocol and
delivers information  to the user by using web  -based languages such as HTML and XML.

Web Services Description Language (WSDL) : An XML format for describing network services
as a set of endpoints that operate on messages that contain either document -oriented or
procedure -orient ed information. The operations and messages are described abstractly and are
bound to a concrete network protocol and message format in order to define an endpoint.

Related concrete endpoints are combined into abstract endpoints, which describe a network
service. WSDL is extensible, which allows the description of endpoints and their messages
regardless of the message formats or network protocols that are used.

website : A group of related pages and data within a SharePoint site collection. The structure and
content of a site is based on a site definition. Also referred to as SharePoint site and site.

Welcome page : A page, such as default.aspx, that can be specified as the default redirect target
when users browse to a URL without specifying a leaf name.

XML namespace : A collection of names that is used to identify elements, types, and attributes in
XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and

local name allows XML documents to use elements, types, and attributes th at have the same
names but come from different sources. For more information, see XMLNS -2ED] .
XML namespace prefix : An abbreviated form of an XML namespace , as described in  [XML] .

XML node : The smallest unit of a valid, complete structure in an XML document. For example, a
node can represent an element, an attribute, or a text string.

XML schema : A description of a type of XML document that is typically expressed in terms of
constraints on the structure and content of documents of that type, in addition to the basic
syntax constraints that are imposed by XML itself. An XML schema provides a view of a
document type at a relatively high level of abstraction.
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XML schema definition (XSD) : The World Wide Web Consortium (W3C) standard language that
is used in defining XML schemas. Schemas are useful for enforcing structure an d constraining
the types of data that can be used validly within other XML documents. XML schema definition
refers to the fully specified and currently recommended standard for use in authoring XML
schemas

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119] . All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not update d at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata .

1.2.1  Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@micr _osoft.com . We will
assist you in finding the relevant information.

[ISO -8601] International Organization for Standardization, "Data Elements and Interchange Formats -
Information Interchange - Representation of Dates and Times", ISO/IEC 8601:2004, Decembe r 2004,
http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=40874&ICS1=1&ICS2=1
40&ICS3=30

Note There is a charge to download the specification.

[MS -ADTS] Microsoft Corporat ion, " Active Directory Technical Specification

[MS - PRSTFR] Microsoft Corporation, "  ADO XML Persistence Format "

[MS -WSSCAML] Microsoft Corporation, " Collaborative Application Markup Language (CAML) Structure

[MS -WSSFO2] Microsoft Corporation, " Windows SharePoint Services (WSS): File Operations Database
Communications Version 2 Protocol "

[MS -WSSFO3] Microsoft Corporation, " Windows SharePoint Services (WSS): File Operations Database
Communications Version 3 Protocol "

[MS -WSSTS] Microsoft Corporation, " Windows SharePoint _ Services ".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc _ -editor.org/rfc/rfc2119.txt

[RFC2396] Berners -Lee, T ., Fielding, R., and Masinter, L., "Uniform Resource Identifiers (URI):

Generic Syntax”, RFC 2396, August 1998, http://www.rfc _ -editor.org/rfc/rfc2396.txt
[RFC2616] Fielding, R., Gettys, J., M ogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.rfc  -editor.org/rfc/rfc2616.txt
[RFC5234] Crocker, D., Ed., and Overell, P., "Augmented BNF for Syn tax Specifications: ABNF", STD
68, RFC 5234, January 2008, http://www.rfc - editor.org/rfc/rfc5234.txt
[SOAPL1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (S OAP) 1.1,
W3C Note, May 2000,  http://www.w3.0rg/TR/2000/NOTE -SOAP-20000508/
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%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
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%5bMS-WSSFO2%5d.pdf#Section_4ac66069a82b4132aabfdfbaaf3c986c
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[SOAP1.2 -1/2007] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1:
Messaging Framework (Second Edition)", W3C Recommendation, April 2007,

http://www.w3.0rg/TR/2007/REC -soapl?2 -partl -20070427/

[WSDLSOAP] Angelov, D., Ballinger, K., Butek, R., et al., "WSDL 1.1 Binding Extension for SOAP 1.2",

W3C Member Submission, April 2006, http://www.w3.0org/Submission/2 006/SUBM -wsdlllsoapl?2 -
20060405/

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.org  /TR/2001/NOTE -wsdI -20010315

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, http://www.w3.0rg/TR/2009/R EC-xml -names -20091208/

[XMLSCHEMAL1/2] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema
Part 1: Structures Second Edition", W3C Recommendation, October 2004,
http://  www.w3.0rg/TR/2004/REC -xmlschema -1-20041028/

[XMLSCHEMAZ2/2] Biron, P., and Malhotra, A., Eds., "XML Schema Part 2: Datatypes Second Edition",
W3C Recommendation, October 2004, http://www.w3.0  rg/TR/2004/REC -xmlschema -2-20041028/

1.2.2 Informative References

[KNUTH] Knuth, Donald E., "The Art of Computer Programming Vol 1. 3rd ed.", Boston: Addison -
Wesley, (1997), ISBNO  -201-89683 -4.

[RFC28 18] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc -
editor.org/rfc/rfc2818.txt

[SOAP1.2 -2/2007] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 2: Adj uncts
(Second Edition)", W3C Recommendation, April 2007, http://www.w3.0rg/TR/2007/REC -soapl?2 -
part2 -20070427

1.3  Protocol Overview (Synopsis)

This protocol supports  site indexing by external  indexing services . Indexing is the process of
building an external index of the Web site , facilitating search, auditing, or cataloging of the site
content. The purpose, techniques, and internal data structures used by an indexing service are beyond

the scope of this protocol; however the protocol doe s make certain assumptions about the structure of
the site content and the behavior of the protocol server, such as the permissions required for the Site

Data client.

1.3.1 Site Structure

This protocol supports indexing services or similar client applications that follow the site indexing
process described in the diagram in section 1.3.2 to traverse a site where the content conforms to the
site structure described in the following diagram.

The site structure described in the following diagram is specified in detail in section 3.1.1 . The
indexing process described in the diagram in section 1.3.2 is specified in detail in section 3.14 .

This protocol requires the site to present content in a hierarchical structure as follows.

Web application
content database
site collection
site
subsite
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list
list item elements

This is described in the following diagram. It requires the protocol server to keep track of details about
,and document libraries

common types of content such as pages, lists , listitems , documents
The protocol server also tracks changes to content elements.
Web Application
_""l Content
| Content
—b-| Site
- Site
- Sites can have
—b-l Site sub Sites.
- Site
‘ List Items have fields
- Site and (optionally) file
attachments.
- Folder
Sites can have Folders and |
Files (perhaps inside Folders). File
Those files, unlike Documents,
do not have fields.
= List
- List Item
Lists can have Folders with List Items
inside, Folders can have subfolders. . Folder
—b-I List Item
Document Library is just a —p| Document Library
variant of the List.
» Folder 1
» Folder
Documents are Files with List fields |
describing those files. | | . Document
- Document

Figure 1: Hierarchical structure of a site

The indexing service or any other client uses the Site Data Web Service Protocol methods to traverse

the site structure, explore fields of list items, or retrieve the document library items, or

attachments
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1.3.2  Site Indexing Process

This protocol is designed to support a client application (an indexing service) that conducts a full or
incremental scan of the site content following the recommended site indexing pro cess described in the
following diagram. This process is described in detail in section 314 .

! \
found 2 site N Mighttake
\ many steps... \I

-
\ 17
il : >IN_ =7
Establish indexing P
context, obtain current |- —
timestamp e
7
7
-
e
g |
-

Building full

B Traverse structure
index

Structure is fully traversed No, indexing has
¢ lost track of changes...

Full index has to be rebuilt

Full index is more or
less up to date; Periodically
Sleep for a while

Process changes, update
index incrementally;
note “next” timestamp

Request changes
“since last timestamp”

A
w

~N

N -

P NN Indexing is
{_ One change report \ keeping pace?
e might contain L
~ many atomic changes /J

N _—" o~ 4

Yes, continue

Figure 2: Site indexing process

The site indexing process assumes that the indexing service is configured with the URL of the site to
index, and that the site supports this protocol.

First, the indexing service establishes the indexin g context. This requires identifying the content
database used by the site to track changes, and obtaining a token (referred to as the StartToken) to

be referred to in the incremental indexing s tage. Details of context establishment are shown in the
first figure in section 3.1.4.
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Note that the timestamp -like tokens (formally called Changelds) used in this protocol create serialized
entries in the server's change log and are opaque for the client applications. These tokens cannot be
interpreted by the protocol client as moments in time.

After establishing context, the indexing service proceeds with a full traversal of the site. Traversal

requires identifying all subsites , for each subsite identifying its lists and document libraries ,and
then scanning all list items and documents  to peruse their content. The operations for this process

are described in detail in section 3.1.4.

Note that a site can store the documents in a variety of proprietary formats, as well as in many
international languages. This protocol does not help the indexing service understand or interpret those
formats and languages; it just allows the indexing service to retrieve them.

When the indexing process is done traversing the site conte nt, it reaches the "Full index more or less
up to date; Sleep for a while" state indicated in Figure 2. The reason for the "more or less" qualifier is

that the site content might undergo changes before the indexing service completes full traversal of the

site content. In this case the full index can be already out -of - date with respect to the content, yet the
basis for incremental change tracking has been built.

The indexing service then switches to incremental change requests. It uses a token to query the

protocol server for all changes since full indexing started. The protocol server returns a change report,
starting with the oldest changes since the timestamp indicated by the request token. To accommodate
large numbers of changes, the report contains a "ne xt change" token for indicating that all changes,
from the timestamp of the requested token to the timestamp of the returned token, are included in

the report, though there might be additional changes. During the next incremental index process, the
indexin g agent can use the "next change" token as the "since" token in the request.

While this protocol does not prescribe the frequency of change requests, change requests need to be

done often enough to keep pace with the frequency of site content changes. Bec ause there is a limit to
the amount of time the protocol server can maintain change tracking records, it is possible for the

indexing service to fall so far behind that it receives a "token is too old, and change records are lost"

response from the protoco | server. This response causes the indexing service to abandon the

incremental indexing process and restart full traversal anew. Details of this incremental indexing

process are shown in the third figure in section 3.1.4.

1.4  Relationship to Other Protocols

This protocol usesthe  SOAP message protocol for formatting request and response messages, as
described in  [SOAP1.1] , [SOAP1.2 -1/2007] and [SOAP1.2 -2/2007] . It transmits those messages by
using HTTP , as described in  [REC2616] , or Hypertext Transfer Protocol over Secure Sockets

Layer (HTTPS) ,asdescribedin [RFC2818] .

The following diagram shows the underlying messaging and transport stack used by the protocol:

|
Site Data Web Service This Protocol

J
SOAP ‘
HTTP | HTTPS ‘
>~ Industry Standard
TCP
IP

Figu re 3: This protocol in relation to other protocols
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1.5 Prerequisites/Preconditions

This protocol operates against a site thatis identified by a URL that is known by protocol clients. The
protocol server endpoint is formed by appending "/_vti_bin/sitedata.asmx" to the URL of the site, for
example, http://www.contoso.com/Repository/_vti_bin/sitedata.asmx.

For operations related to incremental change tracking, the client network account requires Full Read
permissions as described in section 5.1.
This protocol assumes that authentication has been pe rformed by the underlying protocols.

1.6  Applicability Statement
This protocol supports full and incremental indexing of Web sites  that follow a site Y subsite Y list

Y listitem hierarchical pattern of content organization and keep track of the changes of their
structural elements.

1.7  Versioning and Capability Negotiation

This document covers versioning issues in one area. This protocol uses multiple transports with SOAP
as described in section  2.1.

1.8 Vendor -Extensible Fields

None.

1.9 Standards Assignments

None.
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2 Messages

2.1  Transport

Protocol servers MUST support SOAP over HTTP . Protocol servers SHOULD additionally support SOAP
over HTTPS for securing communication with protocol clients.

Protocol messages MUST be formatted as specified either in SOAP1.1] section4orin [SOAP1.2 -
1/2007] _ section 5. Protocol server faults MUST be returned either using HTTP Status Codes as

specified in [RFC2616] section 10 orusing SOAP faults  as specified either in [SOAP1. 1] section 4.4 or
in [SOAP1.2 -1/2007] section 5.4.

2.2  Common Message Syntax

This section contains common definitions used by this protocol. The syntax of the definitions uses XML
schema asdefinedin [XMLSCHEMA1/2] and [XMLSCHEMAZ2/2] ,and WSDL as definedin [WSDL] .

221 Namespaces

This protocol specifies and references XML namespaces using the mechanisms specified in XMLNS] .
Although this document associates an XML namespace prefix for each XML namespace that is used,
the choice of any particular XML namespace prefix is implementation - specific and not significant for
interoperability. These namespaces are described in the following table.

Prefix Namespace URI Ref erence

soap http://schemas.xmlsoap.org/wsdl/soap/ WSDL

tns http://schemas.microsoft.com/sharepoint/soap/

S http://www.w3.0rg/2001/XMLSchema [XMLSCHEMA1/2]

[XMLSCHEMAZ2/2]

soapl2 http://schemas.xmlsoap.org/wsdl/soap12/ WSDLSOAP

(none) http://schemas.microsoft.com/sharepoint/soap/

wsdl http://schemas.xmlsoap.org/wsdl/ [wWsDL]

rs urn:schemas -microsoft -com:rowset MS -PRSTFR

2.2.2 Messages

This specification does not define any common WSDL message definitions.

2.2.3 Elements

This specification does not define any common XML schema  element definitions.

2.2.4  Complex Types

The following table summarizes the set of common XML schema  com plex type definitions defined by
this specification. XML schema complex type definitions that are specific to a particular operation are
described with the operation.
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Complex type

Description

_sFPUrl Specifies information about a folder , page, or document

_sWebWithTime Specifies URL and last modified information about a site .

ACL Contains permissions granted to certain users and groups
(2) for access to certain structural eleme nts.

ArrayOf_sFPUTrl

An array of _sFPUrl elements.

ArrayOf_sWebWithTime

An array of _sWebWithTime elements.

ArrayOfString

An array of arbitrary strings (their meaning and format
depends on the operation).

ContentDatabaseMetadata

Specifies GUID and Changeld of the  content database

Field

Specifies name and type of a field ofa list .

GroupDescription

Specifies detailed information about a group (2).

GroupMembership

For each group (2), contains a group (2) description and the
users who belong to this group (2).

Groups

Specifies an array of group (2) information.

IndexedProperties

Contains an array of Property items. <1>

List A strgctgral schemaofa  List element i itsfields, views ,and
permissions.

ListMetadata Contains general details about a list.

Lists An array of list information.

permission A pair consistingofa memberld  and the permissions granted

to this member. The  memberld  identifies a user or a group

@.

permissionsForACL

An array of Permission  elements.

Property

Describes a property that is designated to be indexed. <2>

Schema

Defines list schema.

SOAPFaultDetails

Specifies the details of a SOAP fault

SPWebAppMetadata

Contains metadata information for a Web application

SPSiteMetadata

Contains metadata information about a site collection

UserDescription

Contains details about a user.

Users An array of UserDescription elements.

View Provides details abouta  view.

Views An array of View elements.

WebMetadata Contains metadata information about a site.

Webs Specifies the URL, GUID, and last modified information about a

collection of sites.
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2241 _sFPUI

The _ sFPUrl complex type contains information about a folder, document , or page.

<s:complexType name="_sFPUrl">
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="Url" type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="LastModified" type="s:dateTime" />
<s:element minOccurs="1" maxOccurs="1" name="IsFolder" type="s:boolean" />
</s:sequence>
</s:complexType>

Url: Specifies the site -relative URL  of a folder, document, or page.

LastModified: Specifies the date and time as a locale -dependent short date value and longtime value,
separated by a space in  Coordinated Universal Time (UTC) , when the folder, document, or page
was last modified.

IsFolder:  Specifies whether the item is a folder. A value of true indicates it is a folder; a value of
false indicates it is a document or a page.

2242 _sWebWithTime

The _ sWebWithTime type contains URL and last modified information of a site .

<s:complexType name="_sWebWithTime">
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="Url" type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="LastModified" type="s:dateTime" />
</s:sequence>
</s:complexType>

Url: Specifies the absolute URL  of a site.

LastModified: Specifies the date and time, as a locale -dependent short date value and long time
value, separated by a spacein UTC, when the contents of the site were last modified.

2243 ACL

The ACL complex type contains inform ation related to permissions; which user or group (2)  has
certain permissions about the element containing this ACL.

<s:complexType name="ACL">
<s:sequence>
<s:element name="permissions" t ype="tns:permissionsForACL" />
</s:sequence>
</s:complexType>

permissions: Specifies a collection of permission information, as defined in section 2.2.4.17 .
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2244  ArrayOf sFPUTr

The ArrayOf _sFPUrl complex type is an array of _SFPUrl elements. The definition of
ArrayOf_sFPUrl is as follows.

<s:complexType name="ArrayOf_sFPUrl">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded" name="_sFPUrl"
type="tns:_sFPUrl" />
</s:sequence>
</s:complexType>

_sFPUrl: Specifies information about a folder, page, or document , as defined in section 2.2.4.1 .

2245 ArrayOf sWebWithTime

The ArrayOf_sWebWithTime complex type contains an array of _ sWebWithTime elements.

<s:complexType name="ArrayOf_sWebWithTime">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded" n ame="_sWebWithTime"
type="tns:_sWebWithTime" />
</s:sequence>
</s:complexType>

_sWebWithTime: Specifies information for a site , as defined in section  2.2.4.2 .

2246 ArrayOfString

ArrayOfString complex type is an array of strings.

<s:complexType name="ArrayOfStrin g
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded" name="string" nillable="true"
type="s:string" />
</s:sequence>
</s:complexType>

string:  One of the strings in the array.

2.2.4.7 ContentDatabaseMetadata

The ContentDatabaseMetadata complex type contains change information about the content
database

<s:complexType name="ContentDatabaseMetadata" >
<s:attribute name="Changeld" type="s:string" use="required" />
<s:attribute name="ID" type="s:string" use="required" />

</s:co mplexType>

Changeld:  Specifies the latest change token associated with the content database. The structure of
this change token is specific to the implementation of the protocol server.

ID: Specifiesthe GUID of the content database. This GUID MUST be enclosed in curly braces ({}).
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2248 Field

The Field complex type defines a list field , it has the following schema:

<s:complexType name="Field">
<s:attribute name="Name" type="s:string" use="required"/>
<s:attribute name="Type" type=" s:string” use="required"/>
<s:attribute name="TypeAsString" type="s:string" use="optional"/>
<s:attribute name="Title" type="s:string" use="required"/>
<s:attribute name="IsSurveyQuestion" type="tns:TrueFalseType" use="optional"/>
<s:attri bute name="ID" type="s:string" use="required"/>
<s:attribute name="Sourceld" type="s:string" use="required"/>
<s:attribute name="Indexed" type="s:boolean" use="required"/>
<s:attribute name="IsMultiValued" type="s:boolean" use="required"/>

</ s:complexType>

Name: Specifies the name of the field.

Type: Specifies the type of the field; see MS -WSSTS] section 2.5, for possible values.

TypeAsString: Specifies the type of the field as a simple string when the formal Type is not valid, or
cannot be retrieved. If the Type of the field is valid, this attribute MUST be omitted.

Title:  Specifies the title of the field.

IsSurveyQuestion: Specifies whether base type ofthelistis Survey (section 2.2.5.1 )and whether
the field is contained in the base list type. It MUST be of type TrueFals eType , as defined in section
2.2.5.4 .Ifthe Type ofthe field is not valid, this attribute MUST be omitted.

ID: Specifiesthe GUID of the field: MUST NOT be enclosed in curly brackets ({}).

Sourceld : Specifies either the namespace that defines a build -in field or, if it is a custom field, the
GUID that identifies the list or site where it was created.
Indexed : Specifies a Boolean value that MUST be true if, and only if, the list field is indexed in the

content database

IsMultiValued  : Specifies a Boolean value that MUST be true if and only if the field can contain
multiple values. <3>

2249 GroupDescription

The GroupDescription complex type contains details about a group (2) . It has the following
schema:

<s:complexType name="GroupDescription">
<s:simpleContent>
<s:extension base="s:string">
<s:attribute name="ID" type="s:int" use="required"/>
<s:attribute name="Name" type="s:string" use="required"/>
<s:attribute name="Description" type="s:string" use="required"/>
<s:attribute name="OwnerID" type="s:int" use="required"/>
<s:attribute name="OwnerlsUser" type="tns:TrueFalseType" use="required"/>
</s:extension>
</s:simpleContent>
</s:complexType>

ID: Specifies the group (2) identifier in site membership

Name: Specifies the name of the group (2).
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Description: Specifies the description of the group (2).

OwnerlD:  Specifies the unique identifier of the user (or the group (2)) controlling this group (2 )
membership.

OwnerlsUser: true if the owner is an individual, and false if the owner is a group (2).

22410 GroupMembership

The GroupMembersh  ip complex type identifies the groups (2) and users inthe  site membership
The GroupMembership element contains of one or more Gro up elements. Each Group element
contains exactly one  GroupDescription elementand one Users element. Each Users elementisa
collection of zero or more User elements, one for each member of that Group .

The schema of GroupMembership is:

<s:complexType name= 'GroupMembership'>
<s:sequence>
<s:element name='Group' maxOccurs="unbounded">
<s:complexType>
<s:sequence>
<s:element name="'Group' type="tns:GroupDescription'/>
<s:element name='Users' type='tns:Users'/>
</s:sequence>
</s:complexType>
<[s:element>
</s:sequence>
</s:complexType>

GroupDescription: See section 2.2.4.9 .

Users: See section 2.2.4.24 .

224101 Example of GroupMembership
<Groups >
<Group >
<Group ID='3'

Name='Home Owners'
Description="Use this group to give people full control permissions to the
SharePoint site: Home'
OwnerlD="3'
OwnerlsUser="False">
</Group>
<Users >
<User ID="1'
Sid='S -1-5-21-1721254763 - 462695806 - 1538882281 - 2307823'
Name='"Nancy Anderson’
LoginName='fabrikam \ nancy.anderson’
Email="nancy.ander son@fabrikam.com'
Notes="
IsSiteAdmin="True'
IsDomainGroup="False>
</User>
<User ID="14'
Sid='S - 1-5-21- 124525095 - 708259637 - 1543119021 - 565407
Name='Don Hall'
LoginName='fabrikam  \ don.hall’
Email="don.hall@fabrikam.com'
Notes="
IsSiteAdmin="False'
IsDomainGroup="False>
</User>
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</Users>

</Group>
</Groups>
22411 Groups
The Groups complex type contains an array of Group elements.

<s:complexType name="Groups">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded" name="Group"
type=" tns:GroupDescription" />
</s:sequence>
</s:complexType>

Group: Specifies information about a group (2)  asdefined in section 2.2.4.9 .

224.12 IndexedProperties
The IndexedProperties complex type contains an array of Property items.
schema.

<s:complexType name='IndexedProperties'>
<s:sequence >
<s:element name='Property' type='tns:Property’ maxOccurs="unbounded' />
<[s:sequence>
</s:complexType>

Property:  Specifies Property information as defined in section 2.2.4.18 .

22413 List

The List complex type contains  structural schema ofa  list :its fields, views
the following schema:

<s:complexType name='List">
<s:isequ ence>
<s:element name='Metadata’' type="tns:ListMetadata'/>
<s:element name="ACL' type="tns:ACL'/>
<s:element name='Views' type='tns:Views'/>
<s:element name='Schema' type="tns:Schema'/>
</s:sequence>
</s:complexType>

Metadata:  Specifies metadata information about a list, as defined in section

ACL: Ifthe site containing the list does not have an external security provider
list of permissions, as defined in section 2.2.4.3 . Otherwise it MUST be empty.

Views: Specifies the listofthe  Views , as defined in section  2.2.4.26 .

<4> It has the following

, and permissions. It has

2.2.4.14 .

then ACL specifies a

Schema: An array of fields . It MUST be oftype = Schema , as definedins ection 2.2.4.19 .
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2.24.14 ListMetadata

The ListMetadata complex type contains details about a list . It has the following schema:

<s:complexType name="ListMetadata">
<s:attribute name="ID" type="s:string" use="required"/>
<s:attribute name="Title" type="s:string" use="required"/>
<s:attribute name="Description" type="s:string" use="required"/>
<s:attribute name="DefaultViewUrl" type="s:string" use="required"/>
<s:attribute name="DefaultViewltemUrl" type="s:string" use="required"/>
<s:attribute name="DefaultTitle" type="tns:Tru eFalseType" use="required"/>
<s:attribute name="ScopelD" type="s:string" />
<s:attribute name="RootFolder" type="s:string" use="required"/>
<s:attribute name="ReadSecurity" type="s:int" use="required"/>
<s:attribute name="Nolndex" type="tns:TrueFalseType" use="required"/>
<s:attribute name="UseFormsForDisplay" type="tns:TrueFalseType" use="optional"/>
<s:attribute name="BaseType" type="tns:ListBaseType" use="required"/>
<s:attribute name="BaseTemplate" type="tns:ListBaseTemplate" use="required"/>
<s:attribute name="Author" type="s:string" use="required"/>
<s:attribute name="AnonymousViewListltems" type="tns:TrueFalseType"
use="required"/>
<s:attri bute name="AnonymousPermMask" type="s:unsignedLong" use="required"/>
<s:attribute name="AnonymousPermMaskRaw" type="s:unsignedLong" use="required"/>
<s:attribute name="AllowAnonymousAccess" type="tns:TrueFalseType"
use="required"/>
<s: attribute name="LastModified" type="s:string" use="required"/>
<s:attribute name="ltemCount" type="s:int" use="required"/>
<s:attribute name="CRC" type="s:unsignedInt" use="required"/>
<s:sequence>
<s:element name="IndexedProperties" minOccurs= "1" type="tns:IndexedProperties"/>
<[s:sequence>
</s:complexType>

ID: Specifiesthe GUID of the list. This GUID MUST be enclosed in curly braces ({}).
Title:  Specifies the title of the list.

Description: Specifies the description of the list.

DefaultViewUrl: Specifies the server -relative URL  of the page containing the defa ult list view of
the list.

DefaultViewltemUrl: Specifies the server -relative URL of the  display form of the list

DefaultTitle: A Boolean value that MUST be true if, and only if, the Title is th e default title of the list.

It MUST be of type  TrueFalseType , as defined in section 2.2.5.4 .

ScopelD: The ScopelD of this list, see section 2.2.6.1 . It MUST be enclosed in curly braces ({}). The
protocol server MUST return it only if the site containing the list does not have an external security
provider

RootFolder:  Specifies the name of the root folder of the list.

ReadSecurity: Specifies the read security setting. Possible values include the following:

Value Meaning

1 All users have read access to all items.

2 Users have read access only to the items that
they have created themselves.
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Nolndex: A Boolean value that MUST be true if, and only if, list cannot be crawled for indexing. It
MUST be of type TrueFals eType , as defined in section 2.2.5.4.

UseFormsForDisplay 1 If true , forms will be used for display. Otherwise, forms will not be used for
display. <5>

BaseType: Specifies the name of the base type  of the list. It MUST be of type ListBaseType ,as
defined in section 2.2.5.1 .

BaseTemplate: Specifies the name of the base template (end -user look -and -feel) of the list. It MUST
be of type ListBaseTemplate , as defined in section  2.2.5.2 .

Author:  Specifies the name of the user who has created this list.

AnonymousViewListltems: A Boolean value that MUST be true if, and only if, anonymous users

can view the list items of the list. It MUST be of type TrueFalseType , as defined in section 2.2.5.4.
AnonymousPermMask: Specifies the permissions granted to anonymous users for the list, a

combination of WSS Rights bitmask flags as defined in MS -WSSFO2] section 2.2.2.14.
AnonymousPermMaskRaw: Specifies the permissions granted to anonymous users for the list ,a
combination of WSS Rights bitmask flags as defined in [MS -WSSFO?2] section 2.2.2.14.
AllowAnonymousAccess : A Boolean value that MUST be true if, and only if, anonymous users have
access permissions for the list. It MUST be of type TrueFalseType , as defined in section 2.2.5.4.

LastModified: Specifies the date and time, as a ISO -8601] separate date and time UTC value, when
the list was last modified.

ltemCount: Specifies the number of list items in the list.

CRC: Specifies the hash code of the fields excluded from indexing in the list. If the CRC changes, it
means that some fields are included (excluded from indexing).

IndexedProperties: Specifies indexed properties for this list as described in section 2.24.12 .
22415 Lists
The Lists complex type contains an array of list information.

<s:complexType na  me="Lists">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded" name="List" >
<s:complexType>
<s:attribute name="ID" type="s:string" use="required" />
<s:attribute name="LastModified" type="s:string" use="required" />
<s:attribute name="DefaultViewUrl" type="s:string" use="required" />
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>

List.ID:  Specifiesthe GUID ofthe list. This GUID MU ST be enclosed in curly braces ({}).

List.LastModified: Specifies the date and time, as a ISO -8601] separate date and time UTC value,
when the list was last modified.
List.DefaltViewUr!: Specifies the server -relative URL  of the page containing the defaultli st view
of the list.
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2.2.4.16 permission

The permission  complex type describes permissions granted to some site membership member

(user or group (2) ). It has the following schema.

<s:complexType name="permission">

<s:attribute name="memberid" type="s:int" use="required" />

<s:attribute name="mask" type="s:unsignedLong" use="required" />
</s:complexType>

memberid:  Specifies the unique identifier of a member of site membership. This specifies either a

user or a group (2).

mask: Specifies a mask permission flag as defined in the WSS Rights bitmask flags in MS -WSSFO2
section 2.2.2.14.
22417 permissionsForACL
The permissionsForACL complex type contains a collection of permissions defined for a structural
element ( site col lection , site , list , listitem ). It has the following schema.
<s:complexType name="permissionsForACL">
<s:sequence >
<s:element name='permission’ type='tns:permission' maxOccurs="unbounded' />
</s:sequence>
</s:complexType>
permission: Specifies permission information, as defined in section 2.2.4.16 .
22418 Property
The Property complex type describes a property that is designated to be indexed. <6> It has the
following schema.
<s:complexType name="Property">
<s:attribute name="Name" type="s:string" use="required" />
<s:attribute name="Type" type="s:string" use="required" />
<s:attribute na me="Value" type="s:string" use="required" />
</s:complexType>
Name: Name of the property.
Type: Type of the property. MUST be either empty string or one of the following values
System.String , System.DateTime , System.Int32
Value: The value of the property.
2.2.4.19 Schema
The Schema complex type defines list schema. It has the following schema.
<s:complexType name='Schema'>
<s:sequence >
<s:element name='Field' type= 'tns:Field' maxOccurs='unbounded' />
</s:sequence>
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</s:complexType>

Field: Specifies information about a field inthe list , as definedin section 2.2.4.8 .

2.2.4.20 SOAPFaultDetails

SOAPFaultDetails compl ex type specifies the details of a SOAP fault

<s:schema xmins:s="http://www.w3.0rg/2001/XMLSchema" targetNamespace="
http://schemas.microsoft.com/sharepoint/soap">
<s:complexType name="SOAPF aultDetails">
<s:sequence>
<s:element name="errorstring" type="s:string"/>
<s:element name="errorcode" type="s:string" minOccurs="0" maxOccurs="1"/>
</s:sequence>
</s:complexType>
</s:schema>

errorstring: Specifies a human -readable text explaining the application -level fault.
errorcode:  Specifies the hexadecimal representation of a 4 -byte result code.

22421 SPSiteMetadata

The SPSiteMetadata complex type contains metadata information for a site collection

<s:complexType name="SPSiteMetadata">
<s:attribute name="SiteSubscriptionld" type="s:string" />
<s:attribute name="URL" type="s:string" use="required" />
<s:attribute name="ID" type="s:string" use="required" />
<s:attribute name="LastModified" type="s:string" use="required" />
<s:attribute name="PortalURL" type="s:string" use="required" />
<s: attribute name="UserProfileGUID" type="s:string" use="required" />
<s:attribute name="RootWebld" type="s:string" use="required" />
<s:attribute name="Changeld" type="s:string" use="required" />
<s:attribute name="ContentDatabaseld" type="s:string" us e="required" />
</s:complexType>

SiteSubscriptionid: Specifies the site subscription GUID of the site collection  <7> .
URL: Specifies the absolute URL  of the site collection.

ID: Specifies the GUID of the site collection. This GUID MUST be enclosed in curly braces ({}).

LastModified: Specifies the date and time, as an ISO -8601] separate date and time UTC value,
when the site collection was last modified.

PortalURL:  Specifies the URL of the portal associated with the site collection.

UserProfileGUID: If the site isa personal site  <8> it MUST specify the GUID of the user profile who
owns the site. Otherwise, it MUST be empty.

RootWebld: Specifies the GUID of the site of the si te collection.
Changeld:  Specifies the latest change token of the site collection.

ContentDatabaseld : Specifies the GUID of the content database in which this site collection is
contained. This GUID MUST be enclosed in curly braces ({}).
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2.2.4.22 SPWebAppMetadata

The SPWebAppMetadata complex type contains metadata information for a W eb application

<s:complexType name="SPWebAppMetadata">

<s:attribute name="ID" type="s:string" use="optional" />

<s:attribute name="Version" type="s:string" use="optional" />

<s:attribute name="URL" type="s:string" use="required" />

<s:attribute na me="URLZone" type="s:string" use="optional" />

<s:attribute name="URLIsHostHeader" type="tns:TrueFalseType" use="optional" />
</s:complexType>

ID: Specifiesthe GUID of the Web application . This GUID MUST be enclosed in curly braces ({})

Version:  Specifies the version of the Web application. This value MUST be a version string, formatted
as a 64 -bit unsigned integer. <10>

URL: Specifies the absolute URL  of the Web application.
URLZone: Specifies the zone of the Web application. <11>

URLIsHostHeader: Specifies whether  the Web application  URL is a host -header URL. <12>

2.2.4.23 UserDescription

The UserDescription complex type contains details about a user who is a member of a certain
(2) . The UserDe scription type is used to relate the principal (1) with a site membership
has the following schema:

<s:complexType name='U  serDescription'>
<s:attribute name='Sid' type='s:string' use="required'/>
<s:attribute name='Name' type='s:string' use="required' />
<s:attribute name='LoginName' type='s:string' use="required' />
<s:attribute name='IsDomainGroup' type="tns:Tru eFalseType' use="required'/>
<s:attribute name='Email' type='s:string' use="required'/>
<s:attribute name='Notes' type='s:string' use="required' />
<s:attribute name='ID' type='s:int' use="required' />
<s:attribute name='IsSiteAdmin' type= ‘tns:TrueFalseType' use="required'/>
<s:attribute name='Flags' type='s:int' use="required'/>
<s:attribute name='UserKey' type='s:string' use='optional' />
</s:complexType>

Sid: Specifies the security identifier (SID) of the user.
Name: Specifies the name of the principal (2).

LoginName:  Specifies the login name  of the user

IsDomainGroup: A Boolean value that specifies whether the principal (2) is a user or a group (2). A
value of false indicates a user, while a value of true indicates a group (2).

Email: Contains an e -mail address in standard SMTP format, for example,
nan cy.anderson@fabrikam.com. If no e -mail address is known to the server (for example, if the
principal (2) is a group (2)), Email contains an empty string.

Notes: Specifies arbitrary notes about that principal (1).

ID: Specifies the user identifier in site membership.

<9> |

group
entry. It
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IsSiteAdmin: A Boolean value that is true when this user is the site collection administrator ,and
false otherwise.

Flags: An integer that specifies t h[@S-UWESBHOD|ssecbop2.2.20lh.s £13>a s

UserKey : A s tring that specifies the Provider User Key for this user.

2.2.4.24 Users

The Users complex type contains an array of elements of type UserDescription

<s:complexType name="U  sers">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded" name="User"
type="tns:UserDescription" />
</s:sequence>
</s:complexType>

User: Specifies information about a user as defined in section 2.2.4.23 .
22425 View
The View complex type contains minimal details about a view . It has the following schema:

<s:complexType name="View">

<s:attribute name="URL" type="s:string" use="required"/>

<s:attribute name="Title" type="s:string" use="required"/>

<s:attribute name="ID" type="s:string" use="required"/>

<s:attribute name="AllowedInRoot" type="tns: TrueFalseType" use="optional"/>
</s:complexType>

URL: Specifiesa site -relative URL  of the vi ew, for example, "Shared
Documents/Forms/Allltems.aspx”. This URL MUST NOT be URL -encoded.

Title:  Specifies the title of the view, for example, "All Documents".

ID: Specifiesthe GUID of the view. This GUID MUST be enclosed in curly braces ({}).
AllowedInRoot 1 If true , this view is allowed in root; otherwise, this view is not allowed in root. It
MUST be of type TrueFalseType ,asdefin edinsection 2.2.5.4 .<14>

2.2.4.26 Views

The Views complex type contains an array of View elements.

<s:complexType name='Views">
<s:sequence >
<s:element name='View' type="tns:View' maxOccurs='unbounded'/>
</s:sequence>
</s:complexType>

View: Specifies information about a view, as defined i nsection 2.2.4.25 .
22427 WebMetadata
The WebMetadata  complex type contains metadata informa tion about the  site .
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<s:complexType name="WebMetadata">
<s:attribute name="URL" type="s:string" use="required" />
<s:attribute name="LastModified" type="s:string" use="required" />
<s:attribute name="Created" type="s:string" use="required" />
<s:attribute name="ID" type="s:string" use="required" />
<s:attribute name="Title" type="s:string" use="required" />
<s:attribute name="Description" type="s:string" use="required" / >
<s:attribute name="LogoURL" type="s:string" />
<s:attribute name="LogoDescription" type="s:string" />
<s:attribute name="Author" type="s:string" use="required" />
<s:attribute name="Language" type="s:unsignedShort" use="required" />
<s:attribute name="CRC" type="s:unsignedInt" use="required" />
<s:attribute name="Nolndex" type="tns:TrueFalseType" use="required" />
<s:attribute name="DefaultHomePage" type="s:string" use="required" />
<s:attribute name="DefaultHomePageListld" type="s:string" use="optional" />
<s:attribute name="DefaultHomePageltemId" type="s:integer" use="optional" />
<s:attribute name="ExternalSecurity" type="tns:TrueFalseType" use="required" />
<s:attribute name="ScopelD" type="s:string" />
<s:attribute name="AllowAnonymousAccess" type="tns:TrueFalseType"
use="required" />
<s:attribute name="AnonymousViewListltems" type="tns:TrueFalseType"
use="required" />

<s:attribute name="AnonymousPermMask" type="s :unsignedLong" use="required" />
<s:attribute name="AnonymousPermMaskRaw" type="s:unsignedLong" use="optional"/>
<s:sequence>

<s:element name="IndexedProperties" minOccurs="1" type="tns: IndexedProperties"/>
<[s:sequence>
<s:attribute name="UlVersion" type="s:int" use="required" />

</s:complexType>

URL: Specifies the absolute URL  of the site.

LastModified: Specifies the date and time, as an ISO -8601] separate date and time UTC value,
when the site was last modified.

Created: Specifies the date and time, as an [ISO -8601] separate dateandt  ime UTC value, when the
site was created.

ID: Specifiesthe GUID of the site. The GUID MUST be enclosed in curly braces ({}).

Title:  Specifies the title of the site.

Description: Specifies the d escription of the site.

LogoURL: Specifies the server -relative URL  of a picture that represents a site. <15>
LogoDescription: Specifies a text description of the LogoURL. <16>

Author:  Specifies the name of the user who created the site.

Language: Specifies the language code identifier (LCID) for the language that is used on the site.

CRC: Specifies the hash code of the crawling information of the site. If the CRC changes, it means the
crawling propertie s of the site have changed.

Nolndex: A Boolean value that MUST be true if, and only if, the site cannot be crawled for indexing.
It MUST be of type  TrueFalseType , as defined in section 2.2.5.4 .

DefaultHomePage: Specifies the site -relative URL ~ of the Welcome page of the site.

DefaultHomePageListld: Specifies the GUID of the list that contains the Welcome page of the site.
If the Welcome page is not contained in a list or cannot be retrieved, this attribute MUST be omitted.
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DefaultHomePageltemld: Specifies the list item identifier of the listitem that represents the
Welcome page of the site. If the Welcome page is not a list item or cannot be re trieved, this attribute
MUST be omitted.

ExternalSecurity: A Boolean value that MUST be true if, and only if, the site has an external
security provider . It MUST be of type  TrueFalseType , as def ined in section 2.2.5.4.

ScopelD:  Specifies the ScopelD of this site, as defined in section 2.2.6.1 .1t MUST be enclosed in
curly braces ({}). The protocol server MUST return this only if the sit e does not have an external
security provider.

AllowAnonymousAccess: A Boolean value that MUST be true if, and only if, anonymous users have
access permissions  for the site. It MUST be of type TrueFalseType , as defined in section 2.2.5.4.

AnonymousViewListltems: A Boolean value that MUST be true if, and only if, anonymous users
can view the list items of the site lists. It MUST be of type TrueFalseType , as defined in section
2.25.4.

AnonymousPer  mMask: Specifies the mask of the permissions for anonymous users of the site. See
MS -WSSFO2] section 2.2.2.14.

AnonymousPermMaskRaw: Specifies the raw mask of the permissions for anonymous users of the
site (see [MS-WSSFO3] section 2.2.2.15). The protocol server MUST return this only if the site does
not have an external security provider. <17>

IndexedProperties: Specifies indexed properties for this list, as described in section 22412 .
UlVersion : Specifies the user  interface version for the site. <18>

2.2.4.28 Webs

The Webs complex type contains an array of information about all the subsites ofthe site .

<s:complexType name="Webs">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded" n ame="Web">
<s:complexType>
<s:attribute name="URL" type="s:string" use="required" />
<s:attribute name="ID" type="s:string" use="required" />
<s:attribute name="LastModified" type="s:string" use="required" />
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>

Web.URL: Specifies the absolute URL  of the subsite.

Web.ID:  Specifiesthe GUID of the subsite. The GUID MUST be enclosed in curly braces ({}).

Web.LastModified: Specifies the data and time, as a ISO -8601] separate date and time UTC value,
when the subsite was last modified.

225 Simple Types

The following table summarizes the set of common XML schema  simple types defined by this
specification. XML schema simple type definitions that are specific to a particular operation are
describ ed with the operation.

Simple type Description
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Simple type Description

ListBaseType Type of list .

ListBaseTemplate Type of list templates.

ObjectType Type of the structural element in GetContent , GetChange operation s.
TrueFalseType Replacement of Boolean type, having values true and false .

2251 ListBaseType

The ListBaseType  defines an enumeration of the

<s:simpleType name="ListBaseType">
<s:restriction base="s:string">

base types ofa list . Its schema is:

<s:enumeration value="Un specifiedBaseType"/>

<s:enumeration value="GenericList"/>
<s:enumeration value="DocumentLibrary"/>
<s:enumeration value="Unused"/>
<s:enumeration value="DiscussionBoard"/>
<s:enumeration value="Survey"/>
<s:enumeration value="Issue" />
</s:restriction>
</s:simpleType>

The following table defines the allowable values for ListBaseType
Value Meaning
UnspecifiedBaseType Unspecified list type.
GenericList Generic list.
DocumentLibrary Document library list.
Unused Unused.
DiscussionBoard Discussion board list.
Survey Survey list.
Issue Issue list.

2.25.2 ListBaseTemplate

The ListBaseTemplate defines an enumeration of the templates of a list . Its schema is:

<s:simpleType name="ListBaseTem plate" >
<s:restriction base="s:string">

<s:enumeration value="InvalidType"/>
<s:enumeration value="GenericList"/>
<s:enumeration value="DocumentLibrary"/>
<s:enumeration value="Survey"/>
<s:enumeration value="Links"/>
<s:enumeration value="An nouncements"/>
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<s:enumeration value="Contacts"/>
<s:enumeration value="Events"/>
<s:enumeration value="Tasks"/>
<s:enumeration value="DiscussionBoard"/>
<s:enumeration value="PictureLibrary"/>
<s:enumeration value="DataSources"/>
<s:enumerati  on value="WebTemplateCatalog"/>
<s:enumeration value="UserInformation"/>
<s:enumeration value="WebPartCatalog"/>
<s:enumeration value="ListTemplateCatalog"/>
<s:enumeration value="XMLForm"/>
<s:enumeration value="MasterPageCatalog"/>
<s:enumeration value="NoCodeWorkflows"/>
<s:enumeration value="WorkflowProcess"/>
<s:enumeration value="WebPageLibrary"/>
<s:enumeration value="CustomGrid"/>
<s:enumeration value="DataConnectionLibrary"/>
<s:enumeration value="WorkflowHistory"/>
<s:enumeration value="GanttTasks"/>
<s:enumeration value="Meetings"/>
<s:enumeration value="Agenda"/>
<s:enumeration value="MeetingUser"/>
<s:enumeration value="Decision"/>
<s:enumeration value="MeetingObjective"/>
<s:enumeration value="TextB ox"/>
<s:enumeration value="ThingsToBring"/>
<s:enumeration value="HomePageLibrary"/>
<s:enumeration value="Posts"/>
<s:enumeration value="Comments"/>
<s:enumeration value="Categories"/>
<s:enumeration value="IssueTracking"/>
<s:enumeration v alue="AdminTasks"/>
</s:restriction>
</s:simpleType>

The following table defines the allowable values for

ListBaseTemplate

Value

Meaning

InvalidType

List template that is not valid.

GenericList

Generic list template.

DocumentLibrary

Document library list template.

Survey Survey list template.

Links Links list template.
Announcements Announcements list template.
Contacts Contacts list template.
Events Events list template.

Tasks Tasks list template.

DiscussionBoard

Discussion board list template.

PictureLibrary Picture library list template.
DataSources Data sources list template.
WebTemplateCatalog Web template catalog list template.
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Value

Meaning

UserInformation

User information list template.

WebPartCatalog Web part gallery list template.
ListTemplateCatalog List template catalog list template.
XMLForm XML form list template.
MasterPageCatalog Master page catalog list template.
NoCodeWorkflows No code workflows  list template.
WorkflowProcess Workflow process list template.
WebPageLibrary Web page library list template.
CustomGrid Custom grid list template.

DataConnectionLibrary

Data connection library list template.

WorkflowHistory Workflow history list template.
GanttTasks Gantt tasks list template.
Meetings Meetings list template.

Agenda Agenda list template.
MeetingUser Meeting user list template.
Decision Decision list template.
MeetingObjective Meeting objective list template.
TextBox TextBox list template.
ThingsToBring Things to bring list template.
HomePageLibrary Home page library list template.
Posts Posts list template.

Comments Comments list template.
Categories Categories list template.

IssueTracking

Issue tracking list template.

AdminTasks

Admin tasks list template.

2253 ObjectType

The ObjectType simple type defines the type of the object whose content is requested by

GetContent  or GetChanges

<s:simpleType name="ObjectType">
<s:restriction base="s:string">
<s:enumeration value="VirtualServer"/>
<s:enumeration value="ContentDatabase"/>

operations. Its schema is:
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<s:enumeration value="SiteCollection"/>
<s:enumerat ion value="Site"/>
<s:enumeration value="List"/>
<s:enumeration value="Folder"/>
<s:enumeration value="Listltem"/>
<s:enumeration value="ListltemAttachments"/>
</s:restriction>
</s:simpleType>

The following table defines the allowable val ues for ObjectType
Value Meaning
VirtualServer Web application
ContentDatabase content database
SiteCollection site collection
Site site
List list
Folder folder
Listltem list item
ListitemAttachments attachments

2.25.4 TrueFalseType

The TrueFalseType  simple type is used to represent true or false Boolean values.

<s:simpleType name="TrueFalseType">
<s:restriction base="s:string">
<s:enumeration value="True"/>
<s:enumeration value="False"/>
</s:restriction>
</s:simpleType>

Value Description
True Boolean value true .
False Boolean value false .

2.2.6  Attributes

The following table summarizes the set of common XML schema  attribute definitions defined by this
specification. XML schema attributes that are specific to a particular operation are described w ith the
operation.
Value Description
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Value Description

ScopelD A GUID used to identify a unique permission list.

2.26.1 ScopelD

A GUID used to identify a unique permission list. Protocol clients use ScopelD to improve the
efficiency of managing the permission lists that governs what users have access to what object on th e
site .

Normally, protocol clients save unique permission lists in a structure where they are indexed by this

ScopelD . Protocol clients compute permission lists from ACL information provided by the protocol
server. Because this computation tends to be costly, and the same permission lists often apply to

more than one element on the site, protocol clients save the permission lists in a structure where they

can be indexed (looked up) using the Scop elD . Subsequently, protocol clients obtain the ScopelD
from the protocol server and use it to look up the operative permission list. If a the protocol client
finds a permission list corresponding to the ScopelD |, the protocol client uses the permission list

directly, saving the work of computing the permission list from ACL information.

2.2.7 Groups

This specification does not define any common XML schema  group def initions.

2.2.8 Attribute Groups

This specification does not define any common XML schema  attribute group definitions.
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3 Protocol Details

The client side of this protocol is simply a pass -through. That is, no additional timers or other state is
required on the client side of this protocol. Calls made by the higher -layer protocol or application are
passed directly to the transport, and the results returned by the transport are passed directly back to

the higher -layer protocol or application.

Except where specified, protocol clients SHOULD interpret HTTP status codes returned by the protocol
server as specified in RFC2616] , section 10.

This protocol allows protocol servers to n otify protocol clients of application -level faults using  SOAP
faults . This protocol allows protocol servers to provide additional details for SOAP faults by including

eithera detail elementas specifiedin [SOAP1.1] section4.4,ora Detail element as specifiedin
[SOAP1.2 -1/2007] section 5.4.5, which conforms to the XML schema  of the SOAPFaultDetails
complex type specified in section 2.2.4.20 . Except where specified, these SOAP faults are not

signi ficant for interoperability, and protocol clients can interpret them in an implementation - specific
manner.

This protocol allows protocol servers to perform implementation - specific authorization checks and
notify protocol clients of authorization faults ei ther using HTTP status codes or using SOAP faults as
specified previously in this section.

3.1 Site Data Web Service Details

3.1.1 Abstract Data Model

This protocol supports indexing of sites which conform to a hierarchical pattern of content
organization. This section specifies the required hierarchical pattern i n detail.

The elements of this hierarchy include Web pages, list items inside of various lists , and annotated
documents  inside of document libraries . These elements conform to the following organization:

A A site collection , sometimes called a root site, consists of subsites , or simply sites, sometimes
called Webs.

A A site can contain other subsites.

A Thereisa content database used by a site collection, to record site structure and keep track of
changes. All subsites share the same content database as used by the site collection.
A sites contain lists, both predefined (for example, Users) and custom lists. Each list has a schema
which prescribes the  listitem  fields.
A Listcontain listitems .Each listitem hasthe same fields (shown as columns) prescribed by list

schema . Optionally, listitems can have any number ofa  ttachments (arbitrary files, perhaps in
proprietary vendor  -specific formats). There are predefined fields that every list has, for example,

ID, and Modified - last modification time. Those fields obtain their values automatically and have
predefined meanin gs.

A Document libraries are special form of lists. They contain documents. Documents are arbitrary
files, sometimes in proprietary vendor -specific formats, annotated with fields prescribed by this
document library schema.

A List can contain folders and fold ers can contain subfolders.

A All elements of a site are identifiable either by URL or by their identifiers, typically GUIDs .
Identifiers might be opaque, however they are immutable for the whole lifecycle of an element, be
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it site collection, site, list, folder, or list item, while the URL might change over time. For example,
a list or document can be renamed, thus changing URLSs.

3.1.2 Timers
None.
3.1.3 Initializa

tion

The protocol server endpoint is formed by appending "/_vti_bin/sitedata.asmx" to the URL of the

for example,

314

http://www.contoso.com/Repository/_vti_bin/sitedata.asmx.

<19>

Message Processing Events and Sequencing Rules

The following t able summarizes the list of operations as defined by this specification.

site ,

Operation

Description

EnumerateFolder

Returns information about the immediate child folders, documents

the specified folder.

, and pages of

GetAttachments Returns information about all the attachments of the specified list item.

GetChanges Returns the changes that occurred on site collection content from one moment in
time to another.

GetChangesEx Returns the changes that occurred on site collection content from one moment in
time to another, as well as additional me tadata related to the site collection.

GetContent Returns change information ( Changeld ) aboutthe content database and site
collection, as well as information about the Web application , site collection, site ,
list , list item, folder and atta chment.

GetContentEx Returns change information ( Changeld ) about the content database and site
collection, as well as information about the Web application, site collection, site,
list, list item, folder, and attachment, and enables better control of the protocol
with parameters.

GetList Returns general information, schema of the fields and access right permissions for

a given list.

GetListCollection

Returns general information about all lists of the context site

GetListltems

Returns all or desired fields of all list items satisfying certain criteria in a given list.

GetSite Returns information about the site collection of the con text site.

GetSiteAndWeb Returns the URL of the site collection and the site to which the specified URL
belongs.

GetSiteUrl Returnsthe GUID and URL of the site collection to which the specified URL
belongs.

GetURLSegments Returns the identifiers of the object pointed by the specified URL.

GetWeb Returns information about the context site.

Operations GetSite , GetWeb , EnumerateFolder

GetAttachments
operations.

, GetLi stCollection , GetList , GetListltems
are used for full content traversal and indexing. They can be called specific traversal
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Operations GetSiteAndWeb , GetSiteUrl , GetURLSegments are auxiliary; they are used to parse
URLs.

Operati ons GetContent , GetContentEx , GetChanges and GetChangesEx are used for full and then
incremental content indexing.

Note that GetContent operation is polymorphic; it can be used (when called with proper parameters)

instead of specific traversal operations: GetSite , GetWeb , EnumerateFolder , GetListCollection ,
GetList , GetlListltems , GetAttachments . GetContent  fully covers specific traversal operations
functionality, albeit details of input parameters and syntax of the response might differ.

Recommended sequen cing of the operations, briefly outlined in section 1.3 is explained here in detail.

Sequence for Establishing Indexing Context

Indexing starts with the indexing service establishing context. All the indexing service needs to
know is the URL of a page from the site collection. For example:

http://www.Fabrikam.com:8080/Subsite/Shared%20Documents/Forms/Allltems.aspx

The indexing service i  dentifies the site collection of interest, and obtains details about its content
database and current change timestamp, using the steps as shown in the following diagram.

Client Server

—
1. GetContent(VirtualServer)

(HTTP authentication) ™ |

2. GetContent response !

_—‘_‘—‘_‘—‘—-
3. GetContent(ContentDatabase)

(HTTP authentication) ™ i

I
4. GetContent response
-
—_— .
5. GetChanges(Site)
T
(HTTP authentication)

R
6. GetChanges response

-

Figure 4: Establishment of indexing context

1.

Indexing service extracts the host name with port number from the URL (for example

www.Fabrikam.com:8080) and sends the GetContent  request to that host, passing
"VirtualServer" as the value of the objectType parameter.
The protocol server responds with a m essage that contains GUIDs of all the content databases

servicing that Web application.
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3. The indexing service sends a GetContent  request, passing "ContentDatabase" as the value of the
objectType parameter, and passing one of the identifiers obtained in step 2 as the value the of the
objectld parameter.

4. The protocol server sends a response message, enumerating all site collections serviced by that

content database: their URLs and identifiers (GUIDs), as well as the current Changeld , (in the
context of full  content database). Assume that the response contains an entry such as the
following:

<Site URL=" http://www.Fabrikam.com:8080"
ID="f945dc15 - 825e-4cl16 - 8d12- bed6413dc6la" />

Also, assume that this site collection is exactly the one that the indexing service wants to
index. Then proceed to step 5. Otherwise, if the site collection is not serviced by this content
database, repeat from step 3 until the URL of interest is found.

5. The indexing service sends the request GetChanges to the site collection with URL
ht tp://www.Fabrikam.com:8080, passing "Site" as the value of the objectType parameter,
optionally the identifier of the content database obtained in step 2 as the value of the
contentDatabaseld  parameter (it can be left blank), and the current Changeld (int he context of
content database) obtained in step 4 as the value of the LastChangeld parameter, leaving the
CurrentChangeld parameter blank.

6. The protocol server sends a response message containing the LastChangelD (meaning the last
known change) in the cont  ext of the site collection, namely http://www.Fabrikam.com:8080. This
Changeld (hereafter referred to as the StartChangeld ) is required to perform incremental
change processing in the future.

Now that the context is established, indexing starts with full t raversal, when the indexing service
attempts to snapshot the whole structure of the site collection and its current content.

Sequence of full traversal

The following diagram depicts the sequence of this protocol 6
brief explanation of each message follows. Note that the following diagram explains only one branch of

depth -first [KNUTH] full traversal scenario. For example, having found some lists among others

returned by the  GetListCollection response, first explore its list items. Complete depth -first traversal

explores all the remaining lists then, which is not shown.

Note that this protocol does not prescribe depth -first traversal to build a snapshot of the site content.
Any systematic traversal sequence, for examp le, breadth -first [KNUTH], will do, however depth -first
traversal is simpler to explain.
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Client Server

- |
1. GetSiteAndWeb message i

e ——— =
(HTTP

authentication)

2. GetSiteAndWeb response

—_—
3. GetWeb message

(H_\—b

TTP authentication)

I
4. GetWeb response

-

—
5. GetListCollection message

P r—
(HTTP

authentication)

——
6. GetListCollection response

—

7. GetList message

(HTTP authentication) ™

TTP authentication) ™ ;

8. GetList response
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Figure 5: Outline of full site traversal scenario

1. The protocol client sends  GetSiteAndWeb input message (with any site T using referring URL as
parameter) to get URL for site collection and the site that this URL refers to.

2. Inresponse, the protocol server sends a message containing those URLSs.

3. The protocol client sends a GetWeb request message, targeting the site collection of interest, for
example, http://www.fabrikam.com:8080.

4. The protocol server sends a response message, which among other things contains the list of all
subsites  (direct child objects) of the site collection targ eted by the request. For example, one of
them can be http://www.fabrikam.com:8080/subsite.

5. To perform a depth  -first exploration of that subsite, the protocol client sends a GetListCollection
request message targeting the first subsite.

6. The protocol server sends the GetListCollection response message, containing information about
all lists, and in particular, their identifiers.
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7. To perform a depth -first exploration of the first list, the protocol client sends a GetlList message
passing this subsite URL and list identifier as parameters.

8. The protocol server sends the GetlList response message, containing information about the list,
including when created, when last modified, permiss ion settings, and list schema.

9. To obtain information about all the list items, the protocol client sends a GetListltems input
message with empty  sQuery parameter (meaning all items).

10. The protocol server sends GetListltems response message, enumerating all list items.

The protocol client can now inspect all fields of those list items to build the index. The details of
building the index are outside of the scope of this protocol itself.

Recommended sequence of incremental indexing
This section specifiesther ecommended sequence of steps to keep the index up -to-date.

The GetChanges andthe GetContent operations of this protocol provide the ability to obtain
incremental change reports, rather than repeating full traversal of the site.

This protocol presumes that the protocol server keeps track of all changes to site content in a content
database. The content database can service multiple site collections, however a site collection is

supported by a single content database. Although a site collection can be compri sed of multiple sites
and subsites, all are considered part of the site collection. The protocol server uses the content

database to keep track of all content changes to all sites and subsites in the site collection.

This protocol provides protocol clients with two levels of granularity when obtaining incremental

changes: the whole content database level, and the single site collection level. This flexibility means

that protocol clients can obtain incremental changes to the entire content database, or incre mental
changes to just a single site collection.

Protocol clients typically run multiple processes that obtain incremental changes to multiple site

collections in parallel. To facilitate this capability, this protocol requires a mechanism to identify the

context of any given incremental change. This document and this protocol define the term, change
tracking space to identify the context of any incremental change. The change tracking space

identi fies the context & both the site collection and the granularity 0 of any incremental change.

This protocol associates every incremental change with a specific change tracking space. A given
change tracking space can specify the whole content database or it can specify a single, particular site
collection. Subsites do not have their own change spaces, their changes belong to the site collection.

The protocol server MUST capture every change to site collection content in an atomic change record
and mark each reco rd with an opaque token, called a Changeld. This Changeld has the following
properties:

A Every Changeld is unambiguously associated with a particular change tracking space.

A Al Changeld tokens that belong to the same change tracking space MUST be ordered in the
sequence of change occurrence time. Changeld tokens that belong to different change tracking
spaces might not be comparable.

A Protocol clients (indexing services) MUST treat Changeld tokens as opaque strings and SHOULD
NOT interpretthe  Changeld token structure.

A Protocol clients (indexing services) MUST pass to the protocol server only Changeld tokens
previously received from the same protocol server.

A Protocol clients (indexing services) use Changeld tokens to request the set of changes that have
occur red in a particular change tracking space because a specified Changeld token. Changeld
tokens serve no other purpose.
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A The retention time for change records (how long the change records remain in the content
database) is an implementation detail. If the pro tocol server receives a request for changes it has
not retained, it MUST indicate that a Changeld specified in a request for incremental changes is
too old, meaning the change records are no longer retained. In this case, the protocol client
SHOULD abandon incremental indexing using any previously -obtained Changeld tokens in that
change tracking space , and SHOULD restart with full traversal.

A The protocol does not limit the number of changes that can occur after a certain Changeld .To
make the dialog round  -trip time predictable, the protocol client sets the Timeout value in each
request, limiting the ti me the protocol server can spend preparing the answer. The protocol server
begins to build a change report starting from the oldest changes, and once the timeout is over,
returns a report that includes all changes from the LastChangeld token (as received f  rom the
protocol client) and up to the new LastChangeld token, provided by the protocol server in the
response. The protocol client MUST continue the process by supplying this new LastChangeld
token. The protocol server MUST guarantee that by following thi s procedure, eventually the
protocol client receives all changes.

Structural elements

From the change reporting point of view, the site collection is a structure consisting of sites, subsites

and lists. Lists consist of views and list items. Lists can have folders, while list items can have files as

attachments. This document defines the term, structural elements, to refer to all these components of
a site. The site collection itself is a structural element of the content database.

Note that document libraries , documents, pages and other content types are just special cases of
lists and list items respectively and are treated in the same manner.

The protocol server MUST consider a structural element to have changed only if the following
conditions are satisfied:

A The structural element has changed, for example, it was added, deleted, directly modified or
renamed.

A One or more components that this element consists of have changed.
A Permissions to access this element have changed.
Change noatifications

This document uses the term change notification to specify a fragment of a change report, describing
the change to a particular structural element. The element that changed is referred to as the subject
of this notification.

All change notifications are marked with the follo wing attributes:

A Change: Type of the change, as defined in section 3.1435.1 .

A ltemCount: Number of subordinated structural elements (direct and indirect), whose change
notifications are included into that same report.

All change reports, full or partial, contain one, and only one, root change notification. The subject of
the root notification is the change tracking space. This change tracking space can specify the whole
content database or a part icular site collection.

If the root element is marked as "Unchanged", temCount=0 , it means that no direct or indirect
changes are included in that report. Otherwise, root change notification MUST contain one or more

change notifications for its direct ¢ omponents. These component change notifications typically contain
nested change notifications.
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The number of change notifications to include in one change report is an implementation detail of the
protocol server. However, the change notifications created by the protocol server MUST conform to the
following rules:

A If a change notification about any structural element is included in the report, it is embedded in a
change notification addressing the parent of the element. This is because the parent element is
considered changed and MUST have ItemCount  greater than zero. In other words, change
notifica tions cannot be orphans, they are embedded in parent change notifications.

A No change notifications addressing unchanged elements can be included in the report, with the
exception of the root element.

A Any given changed element, that is, the change natificat ion addressing this element, can only
appear in the change report once. All reported changes of its structural components MUST be
embedded into that notification.

In other words, the change report MUST constitute a contiguous sub -tree of the tree of all st ructural
elements in the change tracking space.

Permissions

The user or principal (1) that performs  GetContent and GetChanges operations MUST have a
special permission, called "Full Read"

Full Read permission is not normally granted to any user, not even to administrators. By default, only
the service account used by the built -in indexing agent is granted Full Read permission.

Incremental indexing

The following diagram describes the recommended sequence of operations to perform incremental
indexing.

.........

H Assume that client has established )
,--* indexing content and has completed .-
Client ' full site traversal; reasonably

“ee. up-to-date index is built ,

------

Server

1. GetChanges since StartChangeld

P
(HTTP Authentication)

——
2. GetChanges response !

—_—
3. GetChanges ...more...

T
(HTTP Authentication)

I
4. GetChanges response

-

Figure 6: Incremental indexing scenario

The following occurs:
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1. To obtain incremental changes, the protocol client sends a GetChanges message, passing the
following input para  meters:

A Content database identifier obtained in step 2 of Establishment of indexing context
scenario as the value of ~ contentDatabaseld parameter.

A The StartChangeld token, obtained in the context establishment phase, as the value of
LastChangeld parameter.

2. The protocol server sends a GetChanges response message that contains a change report. This
change report consists of one or more change notifications. Each change notification specifies a
particular change location and the changed element itself. This cha nge location specifies a
particular site, subsite, list, or list item. It also returns the LastChangeld token (meaning to get
further changes, provide this LastChangeld value) and a flag called moreChanges , which
indicates whether there are more changes to retrieve.

3. Ifthe moreChanges flagis true , the protocol client sends another GetChanges message,
passing the value of the LastChangeld token obtained in step 2.

4. The protocol server sends a GetChanges response message similar to that in step 2, returning
second change report. If there are no more changes, the protocol server returns false inthe
moreChanges  flag.

The protocaol client stores the LastChangeld obtained in step 4 to be used in the next incremental
indexing session by repeating this sequence.

Full details of the individual operations of this protocol are specified in sections 3.14.1 to 3.1.4.14 .

3.1.4.1 EnumerateFolder

The EnumerateFolder operation is used to enumerate the contents of a folder. This operation
provides information about the immediate child folder s, documents  and pages in a folder.

<wsdl:operation name="EnumerateFolder">
<wsdl:input message="EnumerateFolderSoapIn" />
<wsdl:output message="EnumerateFolderSoapOut" />
</wsdl:operation>

The protocol client sends an EnumerateFolderSoaplin request message, and the protocol server
responds with an  EnumerateFolderSoapOut response message.

3.14.11 Messages

The following WSDL message definitions are specific to this operation.

314111 EnumerateFolderSoapin
This is the request message to enumerate the contents of the folder.

The SOAP action value of the message is defined as follows.

http://schemas.microsoft.com/sharepoint/soap/EnumerateFolder

The SOAP body contains an EnumerateFolder element.

3.14.1.1.2 EnumerateFolderSoapOut
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This i s the response message to enumerate the contents of the folder.

The SOAP action value of the message is defined as follows.

http://schemas.microsoft.com/sharepoint/soap/EnumerateFolder

The SOAP body contains an EnumerateFolderResponse element.

3.1.4.1.2 Elements

The following XML schema  element definitions are specific to this operation.

3.141.2.1 EnumerateFolder

The definition of the EnumerateFolder element is as follows.

<s:element name="EnumerateFolder">
<s:complexType>
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="strFolderUrl" type="s:string" />
<[s:sequence>
</s:complexType>
</s:element>

strFolderUrl: Specifies the URL of the folder. The URL MUST be one of the following:

A Absolute URL  of the folderin  context site
A Relative URL of the folder with respect to the context site.
A Empty. If strFolderUrl is empty, the protocol server MUST consider the requested folder to be the
root folder of the context site.
3.1.4.1.2.2 EnumerateFolderResponse
The definition of the ~ Enu merateFolderResponse element is as follows.
<s:element name="EnumerateFolderResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="EnumerateFolderResult"
type="s:unsignedint" />
<s:element minO  ccurs="0" maxOccurs="1" name="vUrls"
type="tns:ArrayOf_sFPUTrl" />
</s:sequence>
</s:complexType>
</s:element>
EnumerateFolderResult: Specifies the status of the operation. On successful completion of the

operation the protocol server M UST set it to zero.

vUrls:  Specifies URL information about immediate child folders, documents , and pages of a folder.
vUrls is of ArrayOf sFPUTrl complex type, as defined in section 2244 .

If the protocol server encounters an error during this operation, a SOAP fault  MUST be returned. If
the prefix of the  absolute URL  specified in  strFolderUrl does not contain the  context site  , the
server MUST return a SOAP fault with the following error message: "The Web application at [Folder
URL] could not be found. Verify that you have typed the URL correctly. If the URL should be serving
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existing content, the system administrator may need to add a new requ est URL mapping to the
intended application." where [Folder URL] is the URL in the request.

31413 Complex Types

None.

3.1.4.1.4 Simple Types

None.

3.1.4.15 Attributes

None.

3.14.1.6 Groups

None.

3.1.4.1.7 Attribute Groups

None.

3.1.4.2 GetAttachments

The GetAttachments operation is used to get information about all the attachments of a list item.

<wsdl:operation name="GetAttachments">
<wsdl:input messag e="GetAttachmentsSoapIn" />
<wsdl:output message="GetAttachmentsSoapOut" />
</wsdl:operation>

The protocol client sends a GetAttachmentsSoapin request message, and the protocol server
responds witha GetAttachmentsSoapOut response message.

3.14.21 Messages

The following WSDL message definitions are specific to this operation.

314211 GetAttachmentsSoapin
This is the request message to get all the attachments belonging to a list item.

The SOAP action  value of the message is defined as follows.

http://schemas.microsoft.com/sharepoint/soap/GetAttach ments

The SOAP body contains a  GetAttachments element.

3.1.4.2.1.2 GetAttachmentsSoapOut
This is the response message to get all the attachments belonging to a list item.

The SOAP action  value of the message is defined as follows.
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http://schemas.microsoft.com/sharepoint/soap/GetAttachments

The SOAP body containsa  GetAttachmentsResponse element.

3.1.4.2.2 Elements

The following XML Schema element definitions are specific to this operation.

3.14.221 GetAttachments

The definition of the GetAttachments element is as follows.

<s:element name="GetAttachments">
<s:complexType>
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="strListName" type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="strltemld" type="s:string" />
</s:sequence>
</s:complexType>
</s:element>

strListName: Specifies the name of the list orthe GUID of the list. The GUID of the list SHOULD be
enclosed in curly braces ({}).

stritemid: Index of the list item in the list, whe re 1 identifies the first item in the list.
314222 GetAttachmentsResponse
The definition of the ~ GetAttachmentsResponse element is as follows.

<s:element name="GetAttachmentsResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="GetAttachmentsResult"
type="s:unsignedInt" />
<s:element minOccurs="0" maxOccurs="1" name="vAttachments"
type="tns:ArrayOfString" />
</s:sequence>
</s:complexType>
</s:element>

GetAttachmentsResult: Specifies the status of the operation. On successful completion of the
operation, the protocol server MUST set it to zero.

vAttachments: Specifies an array of URLs of all the  attachments belong ing to a list item. It is of
type ArrayOfString , as defined in section  2.2.4.6 . Each string in the array contains an absolute URL
of a n attachment.

If the protocol server encounters an error during this operation, a SOAP fault  MUST be returned
which SHOULD contain one of the error messages described in the following table.

Err or code Error string Error condition

None GUID SHOULD contain 32 digits with Specified strListName s ill -formatted.
4 dashes (XXXXXXXX — =XXXX -XXXX -
XXXX = XXXXXXXXXXXX). < 20>

None Input string was not in a correct Specified stritemld is empty or contains illegal
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Err or code Error string Error condition

format. values.
None Value cannot be null. Specified strListName  element is not present.
None Value does not fall within the The specified list item does not exist.

expected range. <21>
None The system cannot find the file The specified list does not exist.

specified. (Exception from HRESULT:
0x80070002). <22>

3.1.4.2.3 Complex Types

None.

3.14.24 Simple Types

None.

3.1.4.25 Attributes

None.

3.14.26 Groups

None.

3.1.4.2.7 Attribute Groups

None.

3.14.3 GetChanges

The GetChanges operation is used by the protocol client to request the changes that occurred on a

site  from one moment in time up to another moment in time. These moments in time are specified by
opaque Changeld tokens. Changeld tokens are created and used by the protocol server to serialize
the records of all atomic changes. GetChanges has SOAPAction header value:

http://schemas.microsoft.com/sharepoint/soap/GetChanges

GetChanges has the following schema.

<wsdl:operation name="GetChanges">
<wsdl:input message="GetChangesSoapIn" />
<wsdl:output message="GetChangesSoapOut" />
</wsdl:operation>

The protocol cli entsendsa GetChangesSoapin request message, and the protocol server responds
with a GetChangesSoapOut response message.

3.1431 Messages
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The following WSDL messag e definitions are specific to this operation.

3.143.1.1 GetChangesSoaplIn
GetChangesSoapin is the request message of the GetChanges operation.

The SOAP action  value of the message is defined as follows.

http://schemas.microsoft.com/sharepoint/soap/GetChanges

The SOAP body containsa  GetChanges element.

3.14.3.1.2 GetChangesSoapOut
GetChangesSoapOut is the response message to GetChanges operation.

The SOAP action value of the message is defined as:

http://schemas.microsoft.com/sharepoint/soap/GetChanges

The SOAP body containsa  GetChangesResponse element.

3.1.4.3.2 Elements

The following XML schema  element definitions are specific to this operation.

3.14321 GetChanges

The GetChanges element is the only element of GetChangesSoaplin request message, and has the
following schema.

<s:element name="GetChanges">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="objectType"
type="tns:ObjectType" />
<s:element minOccurs="0" maxOccurs="1" name="contentDatabaseld"
type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="LastChangeld" type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="CurrentChangeld"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="Timeout" type="s:int" />
</s:sequence>
</s:complexType>
</s:element>

objectType: The change tracking space to report about, either "ContentDatabase™ or "SiteCollection".
All other objectType values, as defined in section 2.2.5.3 , MUST NOT be used. Note that "Site" in the
context of this parameter actually means site collection.

contentDatabaseld: GUID ofthe content database , known in advance or obtained by GetContent
request.
LastChangeld: A token specifying the starting point for the requested change report. Normally the
protocol client obtains this value from the response to a previous GetContent  or GetChanges
operation.
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CurrentChangeld: A token specifying the endpoint for the requested change report. If not empty,
CurrentChangeld MUST be a valid token obtained from the response to a previous GetChanges
operation. Normally, this element is empty; empty specifies that the protocol client requests all

changes starting from the starting point up to the present time.

Timeout: A value that determines how many changes can be fetched in the current operation. This
value MUST be greater than zero , and the protocol server MUST only fetch x of total changes that are
fetched by default, where x is ( Timeout divided by 30000).

The protocol client MUST pass tokens that correspond to the change tracking space specified by the
objectType  and the target UR L ofthe SOAP request.

3.1.4.3.2.2 GetChangesResponse

The GetChangesResponse element is the sole content of GetChangesSoapOut response message.
This element has the following schema.

<s:element name="GetCha  ngesResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="GetChangesResult" type="s:string" />

<s:element minOccurs="1" maxOccurs="1" name="LastChangeld" type="s:string" />
<s:element minOccurs="1" max Occurs="1" name="CurrentChangeld" type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="MoreChanges" type="s:boolean" />
</s:sequence>
</s:complexType>
</s:element>

GetChangesResult: MUST be a well -formed XML string containing exactly one change notification
about the change tracking space defined in the objectType  element ( ContentDatabase or Site ) of
the GetChange request element. If the change tracking space is the content database ,then the
root element of the change notification is the SPContentDatabase element, as defined in section
3.1.4.3.2.3 ; if the change tracking space is the site , then the root element is the SPSite element, as
defined in section  3.1.4.3.2.8 . In both cases, the root element attributes either indicate that there are

no mo re changes to report about (Change=Unchanged, ltemCount = 0), or, when ItemCount > 0,

contain embedded change notifications of structural elements subordinated to the root.

The content of GetChangesResult is called the change report in this document. This change report
consists of change noatifications in the change tracking space requested. A change report contains zero

or more atomic change notifications, which the protocol client can inspect and use. The protocol server
returns as many atomic changes in the change report as it has been able to collect, bounded by the
amount of data allowed by the timeout limit. The protocol server MUST return a contiguous set of

change notifications.

Change notifications have the following hierarchy

ContentDatabase
SiteCollection
Site
subsite
List
View
List Item
Folder
File

All change notifications in the change report are conventionally prefixed with SP. For example,
SPContentData  base , SPSite , SPWeb , SPFolder , SPFile , SPList , SPView , or SPListitem as
defined in section 3.1.4.3.2 .
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Normally, the protocol client traverses the GetChangesResult data, looking for change notifica tions
expected at each level, for example, SPListltem inside of SPList . The way the protocol client
processes each notification is an implementation detail of the protocol client. The change report does

not indicate which  field of the list item has changed, which column is added to, or removed from, the

view, or which fragment of an attachment file ora document has been modified. This analysis is left
to the protocol client.

LastChangeld: A token specifying the actual endpoint for the returned change report. Normally, the
protocol client saves this token and passes it as the LastChangeld input parameter to subsequent
GetChanges requests.

CurrentChangeld: If the protocol client specified a blank CurrentChangeld in the request, then this
is a token specifying the most recent change the protocol server is prepared to report abou t.
Otherwise, if the protocol client specified a non -blank CurrentChangeld in the request, this is the

token specifying the requested endpoint for the change report.

MoreChanges: A Boolean value that indicates whether the protocol server is aware of any m ore
changes before the one marked by CurrentChangeld token. If the protocol server has successfully
collected all change records for the requested increment within the Timeout limit, then the protocol

server MUST specify MoreChanges  =false. Also inthisc ase the protocol server MUST set
LastChangeld and CurrentChangeld to the same value. This tells the protocol client that there are

no more changes marked before the CurrentChangeld token.

If the protocol server was unable to collect all change records within the timeout or other constraints,
the protocol server MUST specify MoreChanges = true. This tells the protocol client that it SHOULD
repeat the request using the suggested LastChangeld and CurrentChangeld

3.1.43.2.3 SPContentDatabase

The SPContentDatabase element contains notifications of changes (if any) which have occurred in

the change tracking space, and zero or more SPSite elements, as defined in section 3.1.43.28
detailing the changes in a particular site collection serviced by this  content database . This ele ment
has the following schema.

<s:element name="SPContentDatabase">
<s:complexType>
<s:sequence>
<s:element name="ContentDatabase">
<s:complexType>
<s:sequence>
<s:element name="Metadata" type="tns:ContentDatabaseMetadata" />
</s:sequence>
</s:complexType>
</s:element>
<s:element ref="tns:SPSite" minOccurs="0" maxOccurs="unbounded"/>
</s:sequence>
<s:attribute name="ltemCount" type="s:int" use="required"/>
<s:attribute name="Change" type="s:string" use="required"/>
</s:complexType>
</s:element>

An example ofa SPContentDatabase element follows.

<SPContentDatabase Change="Unchanged" ltemCount="7">
<ContentDatabase>
<Metadata
Changeld="1;0;c20305a  0- 9249 - 4f91 - b83c - 1188c75e6cdd;633368042102070000;4057" ID="{c20305a0 -
9249 - 4191 - b83c - 1188c75e6¢cdd}'/>
</ContentDatabase>
<! -- zero or more SPSite elements - >
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<SPSite >
<l-- ¢ details of site collection c¢change notification
</SPSite>

<SPSite >
<l-- é¢ details of site collection c¢hange notification
</SPSite>

</SPContentDatabase>

ItemCount: Specifies the number of change notifications included in this change report, see section
3.1.4358 .

Change: Specifies the change type of the content database, see section 3.1435.1 .
ContentDatabase.Metadata: Specifies the metadata of the content database, as defined in section
2.2.4.7 .

SPSite: Specifies the change notification about one of the site collections serviced by this content
database. There might be zero or more of SPSite elementsin SPContentDatabase

3.14324 SPFile
The SPFile element is a change natification about the file ( attachment ), and has the following
schema.

<s:element name='SPFile'>
<s:attribute name='ltemCount' type='s:int' use="required'’/>
<s:attribute name='Change' type='s:string' use="required'/>
<s:attribute name="UpdateSecurity" type="tns:TrueFalseType" use="optional" />
<s:attribute name="ServerUrl" type="s:anyURI" use=" optional" />
<s:attribute name="Parentld" type="s:string" use="optional" />
<s:attribute name="InternalUrl" type="s:string" use="optional"/>
<s:attribute name="1d" type="s:string" use="optional" />
<s:attribute name="DisplayUrl" type="s:anyUri" use="optional" />
<s:attribute name="CRC" type="s:long" use="optional"/>
<s:attribute name="SequenceNumber" type="s:string" use="optional"/>
<s:attribute name="Url" type="s:string" use="optional" />

</s:element>

Url: store -relative URL  of the file (attachment). Url MUST NOT be URL -encoded. The protocol client
SHOULD URL -encode [REC2396] this URL to successfully apply the HTTP GET method. For example,
replacing spaces with "%20".

ItemCount: See section 3.1.4.3.5.8 . It MUST be zero, as files do not have child elements.

Change: Specifies the change type of this file, see section 3.1435.1 .<23>

UpdateSecurity: See section 3.1.4.3.5.11 .
Id: See section 3.1.4.3.5.6 .

Parentld:  See section 3.1.4.3.5.9 .
InternalUrl: See section 3.1.4.3.5.7 .
DisplayUrl:  See section 3.1.4.3.5.5 .
ServerUrl:  See section 3.1.4.3.5.10 .

CRC: Seesection 3.1.4.354 .
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SequenceNumber: See section 3.1.4.3.5.13 .

Note that attachments to the list items a re included into special folders hidden inside of the list , for
example, Lists/Actors/Attachments/3/bio.doc . Here, 3 means "attachments to the list item

number 3inthe Actors list", and bio.doc is the file name. The indexing service is supposed to read

the file using the HTTP ~ GET method and probably index its content. Attachment folders are not visible

to GetListCollection , GetList , and EnumerateFolder operations.
3.14325 SPFolder
The SPFolder element is a change natification about a folder, and can appear inside of a SPWeb

element. SPFolder has the following schema.

<s:element name='SPFolder>
<s:attribute name='ltemCount' type='s:int' use="required'/>
<s:attribute name='Change' type='s:string' use="required'/>
<s:attribute name="UpdateSecurity" type="tns:TrueFalseType" use="optional" />
<s:attribute name="ServerUrl" type="s:anyURI" use="optional" />
<s:attribute name="Parentld" type="s:string" us e="optional" />
<s:attribute name="InternalUrl" type="s:string" use="optional"/>
<s:attribute name="Id" type="s:string" use="optional" />
<s:attribute name="DisplayUrl" type="s:anyUri" use="optional" />
<s:attribute name="CRC" type="s:long" use=" optional"/>
<s:attribute name="SequenceNumber" type="s:string" use="optional"/>
<s:attribute name="Url" type="s:string" use="optional" />

</s:element>

Url: See section 3.1.4.3.5.12 .

ItemCount : See section 3.1.4.3.5.8 . It MUST be zero, as a folder is the ultimate change unit.
Change: Specifies the change type of this folder, see section 3.1435.1 .
UpdateSecurity: See section 3.1.4.3.5.11 .

Id: See section 3.1.4.3.5.6 .

Parentld:  See section 3.1.4.3.59 .

InternalUrl: See section 3.1.4.3.5.7 .

DisplayUrl:  See section 3.1.4.3.55 .

ServerUrl:  See section 3.1.4.3.5.10 .

CRC: Seesection 3.1.4.35.4 .

SequenceNumber: See section 3.1.4.3.5.13 .

Note that attachments to the list items are included in special hidden folders inside of the list itself;
for example, Lists/Actors/Attachments/3 . Here, 3 means "attachments to the list item #3 in the

Actors list". Whensucha SPFolder change notification is present, the protocol client SHOULD

examine the SPFile change notifications to read an d possibly index file content. Attachment folders

are not visible to  GetListCollection , GetList , and EnumerateFolder operations.

3.143.26 SPList

The SPList element is a change notification that contains information about lists in the context of
incremental indexing (see section 1.3), and can appear inside of a SPWeb element. SPList has the

following schema.
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